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Abstract: The Industrial Internet of Things (I110T) enhances the connectivity and efficiency of living lifestyles.
However, it also comes with significant security vulnerabilities. Traditional authentication methods are often
inadequate, leading to 110T devices opened to security threats. This paper proposes a comprehensive security
framework integrating blockchain, cryptographic techniques, smart contracts, and deep learning-based
Intrusion Detection Systems (IDS) to tackle the mentioned issue. Blockchain ensures data integrity and prevents
tampering through a decentralized ledger. A decentralized device identity management system enhances user
verification, while secure communication protocols using Hash-based Message Authentication Codes (HMAC)
safeguard data integrity. Smart contracts automate transactions, providing transparent, secure record-keeping
without a central authority. The deep learning-based IDS, utilizing Contractive Sparse Autoencoder (CSAE) and
Attention-Based Bidirectional Long Short-Term Memory (ABiLSTM) networks, effectively detects cyber threats.
Evaluation metrics, including precision, recall, F1-score, and False Acceptance Rate (FAR), demonstrate high
accuracy and low false alarm rates across datasets. This framework addresses the need for secure, efficient, and
scalable authentication in 10T, combining blockchain's security features with advanced cryptographic and
anomaly detection techniques, offering robust defence against cyber threats.
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1 INTRODUCTION

The Industrial Internet of Things (I10T) has brought an exciting new era of connection
and efficiency to a variety of industrial industries. However, the rapid growth of smart devices
connected to the internet has created substantial security threats for IloT networks. The
interchange of data between IoT devices has rendered systems vulnerable to cyberattacks,
endangering security and privacy. Challenges faced in 10T devices also includes diverse
device performance, wide distribution, and vulnerable to spoofing and third-party attacks [9].
Furthermore, the authentication procedure in lloT systems confronts issues in accurately
assessing node stability and avoiding malicious activity, especially as the number of connected
devices grows. According to Rathee et. al. [3], a trust management and blockchain technology
was proposed to enhance the security of IloT networks. Blockchain integration with 10T
infrastructure provides a strong solution to these problems. The decentralized and immutable
ledger design of blockchain reduces the possibility of unauthorized tampering or data breaches
by guaranteeing data integrity and tamper-proof transactions. Industrial firms can simplify

operational procedures, protect sensitive data, and establish strong authentication mechanisms
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by utilizing the built-in security features of blockchain technology. The potential of
blockchain-integrated solutions for industrial 10T security is examined in this article, which
highlights the need of improved efficiency, privacy, and authentication for streamlining
industrial processes and building confidence in digital ecosystems.

2 PROBLEM STATEMENT

With the emergence of Industry Internet of Things (I10T), usage of smart devices that
connects to the internet increases. This poses a security risk to the 10T networks [3], [4]. For
instance, with the rapid increase in data exchange between 10T devices, security and data
privacy has become vulnerable towards cyber-attacks. On the other hand, as more and more
devices are accessing the internet, the process for authenticating a user has become a challenge
in 1loT systems where current traditional techniques may fall short in providing weak level of

security [7]. Figure 1 depicts the traditional approach of 11oT.

Figure 1. Traditional Approach of 10T

3 RELATED WORKS
3.1. Articlel

Various work has been carried out to secure the 110T. For instance, Aljuhani et al. [1]
study highlights the vulnerability of industrial internet of things (110T) networks to security
threats due to the diverse nature of devices and communication channels [1]. Data transmitted
over insecure medium can be interpreted by malicious entities, emphasized the lack of security
measures in 11OT networks and to highly subjected to cyberattacks. Traditional approaches
may not be sufficient to protect against evolving threats in 11OT environments. Thus, this
technique was proposed to ease short-handed. The proposed solution applies a novel deep
learning-based intrusion detection system (IDS) and session-based two-way authentication
and key management system for safe interaction over the blockchain network, utilizing the
Proof-of-Authority (PoA) agreement system for transaction validation and block creation
based on miner vote over the cloud server [1]. As compared to traditional approaches, this

study leverages the strengths of deep learning for efficient cyberattack detection and
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blockchain in securing communication and providing a comprehensive security solution for
I1OT networks. However, there is insufficient evaluation and comparison that exists and
provide a clearer justification that this approach is effective and efficient.

Accordingly, the evaluation metrics that are used to evaluate the model include accuracy,
precision, recall value, F1-measures. As such, this model was tested and being evaluated with
two different types of datasets. Thus, a Receiver Operating Characteristics (ROC) curve graph
was being plotted to contrast the True Positive Rate (TPR) against False Positive Rate (FPR).
3.2. Article 2

Following, there has been a significant improvement in the efficiency and quality of
services in various industrial applications. However, a major challenge faced in the lloT
ecosystem is the conflict between the need for data sharing and the necessity to preserve
privacy and a balance or trade-offs of these two conflicting requirements. As such, Yang et al.
[2] proposed a scheme named Multiparty Computation (MPC) scheme that is privacy-aware
and publicly auditable in leveraging blockchain technology and provide a transparent platform
for tracing any malicious activities in the environment.

This proposed scheme seems to ensure the privacy by allowing the participants to share
input keys for computation without revealing raw data, thus protecting data ownership and
utilizing block chain technology for data commitments and computation evidence but still,
this architecture might impact the scalability and performance of the model, leading to another
trade-offs issue, efficiency vs effectiveness. In short, computation latency, communication
overhead, key size influence and performance analysis are the evaluation metrics that is being
used by Yang et al. [2] to review the outcomes of the proposed framework.

3.3. Article 3

Next, the background of the following article highlights the increasing connectivity of
devices in Industry of Internet of Things (I10T), generating large amounts of data causing it
to be vulnerable to security risks such as unauthorized access to sensitive data. The problem
statement underscores the vulnerability of 10T networks to cyber-attacks and difficulties in
establishing a secure and reliable environment for data exchange and communication among
IoT devices. According to Rathee et. al. [3], a trust management and blockchain technology
was recommended to enhance the security of 110T networks. The proposed solution includes
a Coordinator 10T Device (CID) to calculate the trust factor of devices within the network.
Blockchain technology was utilized to implement a secure data model to prevent unauthorized
alterations towards stored information, ensuring the transparency in sharing data and

immediate identification of malicious data records or alterations.
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The proposed solution provides enhanced security and data integrity by utilizing
blockchain to store data where the simulation of the framework yields a 91% rate of success
against networks without blockchain. It also enhances the network’s ability to identify and
authenticate devices via Trust Factor Computation. However, the framework might face
challenges in real-time scenario due to potential delay in block verification process and
increasing number of devices which impose security risks. The evaluation matrix used by the
authors to assess the framework is the ability to detect and withstand attacks, effectiveness in
preventing unauthorized alteration of data, and the probability of false authentication [3].
3.4. Article 4

Furthermore, with the rapid increase in data exchange between 10T devices, security and
privacy has become a concern in the industry Internet of Things (110T). The vulnerability of
existing Certificateless Signature (CLS) schemes towards attacks such as man-in-the-middle
attacks, key generation center compromised attacks etc. are being highlighted. Therefore, a
pairing-free certificateless scheme that utilizes blockchain technology and smart contracts is
proposed to improve safety and efficacy of 110T protocols [4]. The proposed system includes
a Smart Contract Key Generation Center (SC-KGC) responsible for generating and
distributing keys to users with the utilization of blockchain and smart contract which provides
a decentralized and automatic approach to key management.

The proposed system is proved to be more effective and secure at the same time being
decentralized. However, there would be some complexity during the implementation and
maintenance. This proposed system also faces scalability challenges where more evaluation
needs to be carried out to ensure its efficiency. The evaluation matrix used by the author to
assess the proposed system included security analysis, performance evaluation which includes
computation and communication cost, comparative analysis with other papers, and simulation
of Type-1 and Type-11 adversaries.

3.5. Article5

According to Kan et al. [5], the authors emphasized data security in Healthcare
Industrial Internet of Things (110T) applications using blockchain technology. Transforming
the lifecycle of wireless medical sensor networks is discussed to optimize data management
and increase trust in blockchain-enabled environment. The problem addressed in the article
revolves around the inefficiencies and vulnerabilities in centralized E-healthcare applications.
These problems include the registration of users authentication, authorization, information
sharing, collaboration, usage of resources, and privacy protection. The authentication

mechanism proposed using Blockchain Hyperledger-enabled llot (BHIIoT) utilizes
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blockchain technology to enhance data security, privacy preservation, and resource
management. It includes a consortium Hyperledger network with on-chain and off-chain
communication channels for secure data sharing and interconnectivity. The architecture
automates E-healthcare transactions, implements lightweight authentication mechanisms, and
ensures privacy preservation through health ledger management.

The proposed solution improved efficiency by automating E-healthcare transactions,
which reduces resource consumption in terms of computational energy, network bandwidth,
and data preservation costs. However, the potential weakness of complexity exists as
implementing and managing a blockchain-enabled architecture require specialized knowledge
and resources, potentially increasing the complexity of the healthcare system.

3.6. Article 6

Further, according to Wang et al. [6] study, a lightweight and secure data-sharing
scheme based on proxy re-encryption for Industrial Internet of Things (1loT) enabled by
blockchain technology, security and efficiency challenges are addressed in data sharing within
the 10T ecosystem. The study focuses on the limitations of existing data-sharing schemes in
terms of security, computational overhead, and data supervision. Presenting a blockchain-
enabled data sharing approach based on proxy re-encryption could solve the mentioned issue.
The proposed solution includes key components namely storage and access authentication,
on-chain and off-chain collaborative storage mechanisms, data packaging support, and
lightweight blockchain operations.

The scheme enables effective data supervision, preventing misuse and enhancing
security in 10T systems. On the other hand, the adoption challenge in introducing a new data-
sharing scheme as thorough integration and compatibility testing is required.

3.7. Article 7

On the other hand, the following article examines how IloT, Al, and cloud computing
are integrated into Industry 4.0, emphasizing how these technologies connect real-world
objects to the virtual world to increase efficiency. According to Zhang et al. [7], resource
limitations, safe data transfer, and user privacy protection are issues that 110T systems face,
particularly in the 5G age. The main issue is the need for enhanced security and dependability
in the I1oT, especially in authentication, where current techniques have difficulty evaluating
node stability and thwarting malicious activity.

The paper suggests the RRV-BC system, which combines blockchain-assisted access
authentication and a random reputation voting mechanism. This technique uses verifiable

random functions to lower consensus communication costs while strengthening access
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authentication using blockchain and reputation voting. Although it has advantages like
improved fault tolerance and data security, it has drawbacks like complexity and scalability.
3.8. Article 8

Moreover, a novel approach for Trust-Aware Blockchain-Based Seamless
Authentication for Massive loT-Enabled Industrial Applications, known as TAB-SAPP, is
covered in the study performed by Deebak et al [8]. It emphasizes privacy protection and
device integration in a variety of remote scenarios, addressing the urgent demand for strong
authentication in loT-enabled industrial settings [8]. The primary issue addressed is the
creation of safe and easy authentication in large-scale Internet of Things systems, considering
several variables such device connectivity, data generation, storage, and operation through
smart contracts.

TAB-SAPP is a revolutionary concept that uses decentralized infrastructure, encrypted
chain-like blocks for data storage, distributed Internet of Things (10T) devices for data creation,
and smart contracts for system management. By utilizing blockchain technology, it manages
industrial data and device 1Ds, improves device authentication, and uses less computing power.
A trust-aware security paradigm, easy 10T device integration, and secure blockchain-based
authentication are some of its main advantages. The possible drawbacks include single points
of failure and scalability problems. TAB-SAPP could be improved by addressing issues with
scalability, removing single point of failure vulnerabilities, maximizing resource efficiency,
and improving computation and communication in networking systems for industrial
applications.

3.9. Article9

In addition, Li et al. [9] addresses the challenges faced in I10T devices which has diverse
device performance, wide distribution, and vulnerable to spoofing and third-party attacks [9].
The problem statement is to establish a secure and efficient device authentication in 10T
environments as existing authentication technologies lack scalability, efficiency, and dynamic
security, hindering the authentication process for 10T devices. The proposed solutions are
lightweight distributed consensus algorithm, leveraging validate-practical Byzantine fault
tolerance (VPBFT), lightweight identity authentication protocol (BLMA) to address
authentication difficulties among industrial devices, signature algorithm to reduce
communication cost and resource usage between devices, and chameleon hash function for
blockchain maintenance.

The strength of the proposed technique includes enhanced security, efficiency

improvements, reduce resource consumption and communication cost, dynamic security
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features, and scalability for large-scale 10T environments. The weaknesses of the proposed
technique are complex implementation, significant resource requirements, and challenges
related to compatibility, interoperability, and industry acceptance. The evaluation metrics
used in the article include security analysis, energy consumption comparison between other
schemes, computational cost analysis, and communication overhead assessment of the PBFT
consensus algorithm regarding processing time and traffic generated.

3.10. Article 10

Last but not least, the 1l0T revolutionized industrial applications by integrating loT
technology with industrial equipment, which led to significant advancements in Industry 4.0.
It combines 10T, mobile communications, Al, cloud computing, and big data analysis in
industrial processes. The problem statement is that current authentication method in 11oT only
have single-factor authentication and lack flexibility to the increasing number of users and
diverse user categories. The solution proposed by Wang et al. was Transfer Learning
empowered Blockchain (ATLB), which leverages blockchain technology and transfer
learning to enhance privacy preservation for industrial applications [10]. It trains a user
authentication model with a leading deep determined policy gradient algorithm and transfers
the model locally or cross-regionally to lower model training time.

The strength of the proposed technique is that ATLB provides accurate authentications
for 1l0T applications and can achieve high throughput and low latency in authentication
process. However, it may require significant computational resources for training and
deployment, and effectiveness may vary based on complexity and scale of the industrial 10T
environment. The evaluation metrics used are authentication accuracy, throughput, latency,
privacy preservation and task completion and data reliability.

3.11. Summary

Several other researchers have also contributed in end-to-end security mechanism even
with the assistance of the counter partners i.e. universities or industries for broaden
implications [11-22]. This research article can act as the guidelines for future young
researchers in end-to-end security measures in 6! generation networks. This improved work
Securing Industrial 10T: Blockchain Integrated Solution for Enhanced Privacy, Authentication,
and Efficiency for the given problem statement is adopted from [6], which act as a benchmark

for this research article.
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4 PROPOSED SOLUTION

To address the challenges of secure and flexible authentication for 10T devices,
blockchain-enabled authentication frameworks that integrate decentralized identity
management, cryptographic techniques, smart contract-based access control, and deep
learning-based intrusion detection systems (IDS) is proposed. Figure 2 shows the proposed

model.

Flgure 2 Proposed Model

4.1. Decentralised Device ldentity Management

According to Wang et al. [6], blockchain technology is considered a potential option
due to its decentralized, tamper-proof, and traceable characteristics, which ensure the safety
and efficiency of data access and authentication. This scheme is proposed in multiple works,
however, deficiencies in terms of efficiency and security still need further improvement [6].
Weak security and unchecked identification system could lead to leaking of private and
important data. The attackers could also take advantage of it and launching both active and
passive attacks [6].

In most existing schemes, entities in the 10T authentication system subscribe to services
based on production tasks. Therefore, only these subscribed devices can access the stored data
[6]. However, in some cases, the blockchain only verifies the data uploader's identity without
determining if the uploader is subscribed to the corresponding service. As a result, it may store
illegitimate data. In a worst-case scenario, the blockchain might not even verify if the data
uploader or data user is subscribed to the device, let alone the service

With this proposed solution, we aim to build a user verification algorithm for device
identity management before entering the smart contract section. This user verification
algorithm will function as an additional security layer that ensures only authorized and
subscribed devices can interact with the 1loT network and access stored data. The algorithm
will rigorously check the identity of devices attempting to access the network. This involves
verifying not only the identity of the data uploader but also ensuring that the uploader is

subscribed to the appropriate service related to the production tasks. By incorporating this step
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before data reaches the blockchain, we prevent unauthorized devices from entering the system
and interacting with the smart contract.

The algorithm will also verify that devices are subscribed to the corresponding services
they intend to access. This is crucial in ensuring that only legitimate devices involved in the
production tasks have the right to upload or retrieve data. This step ensures that any data stored
on the blockchain comes from a verified and subscribed source, reducing the risk of
illegitimate or malicious data being recorded. Once a device passes the user verification
algorithm, it proceeds to interact with the smart contract. The smart contract will then execute
predefined actions based on the verified and authenticated data. This integration ensures that
all operations carried out by the smart contract are based on trustworthy data, enhancing the
reliability and security of the entire 110T ecosystem.

By verifying both the identity and subscription status of devices, the proposed solution
significantly reduces the risk of data misuse. Unauthorized devices and users will be barred
from accessing sensitive information or uploading fraudulent data. This robust verification
process ensures that data shared within the 1loT network is accurate, legitimate, and securely
managed. The enhanced verification process guarantees that only data from trusted and
authorized sources is stored and shared within the network. This builds a higher level of trust
among lloT devices and users, promoting a secure and reliable data-sharing environment.
Ensuring data trustworthiness not only protects the integrity of the IloT network but also
enhances the overall efficiency and productivity of industrial operations.

While adding an additional verification step may introduce some overhead, the design
of the user verification algorithm is optimized for scalability and efficiency. It ensures
minimal impact on the performance of the 110T network while providing maximum security.
This solution is scalable and can be adapted to various industrial environments,
accommodating the growing number of devices and services in the 1loT ecosystem. In
summary, the proposed solution of integrating a user verification algorithm for device identity
management before the smart contract section enhances the security and trustworthiness of
data in 10T networks. It ensures that only authorized and subscribed devices can access and
share data, thereby preventing data misuse and maintaining the integrity of the IloT
environment.

4.2. Secure Communication Protocols

Cryptographic techniques are essential in securing communications between 10T
devices and backend systems, ensuring both the confidentiality and integrity of data. One of
the key methods employed is the Hash-based Message Authentication Code (HMAC), which
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combines a secret key with a hash function to secure message transmissions. HMAC operates
by utilizing a secret key along with a cryptographic hash function to produce a unique hash
value for each message. This process ensures that the message remains confidential during
transmission, as only parties possessing the secret key can generate or verify the correct hash
value.

To facilitate secure communication, a secret key is generated during both the encryption
and decryption processes [8]. This secret key is then used in conjunction with the hash
function to encode the data being transmitted. The hash function itself is a mathematical
process that converts the input data into a fixed-length string of characters, known as hash
values. These hash values are unique to the input data, meaning even a small change in the
input will result in a significantly different hash value. This property of hash functions is
crucial for ensuring data integrity, as it allows the system to detect any alterations to the data
during transmission.

By combining the cryptographic capabilities of HMAC with the robust properties of
hash functions, the message can be kept confidential and its integrity ensured. The HMAC
algorithm ensures that any tampering with the message can be easily detected, as the hash
value generated from the altered message will not match the original hash value produced
with the secret key. This dual approach of using a secret key for encryption and hash functions
for integrity checking creates a secure communication channel that protects against
unauthorized access and data corruption.

In the context of 1loT, where secure and reliable communication is paramount, these
cryptographic techniques provide a robust framework for protecting sensitive data. The use of
HMAC and hash functions ensures that data exchanged between devices and backend systems
remains confidential and unaltered, even in the presence of potential cyber threats. This level
of security is essential for maintaining the trust and efficiency of I1oT networks, where the
integrity and confidentiality of data are critical for operational success.

In summary, the implementation of cryptographic techniques, specifically HMAC and
hash functions, in [loT communications ensures that data remains confidential and its integrity
is maintained throughout transmission. The use of a secret key during encryption and
decryption processes, combined with the fixed-length output generated by hash functions,
creates a secure communication channel that can effectively safeguard against unauthorized

access and data tampering.
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4.3. Smart Contracts for Access Control

Furthermore, these secret keys could serve as reference keys when passing through the
smart contract to keep track and confirm the successive flow of transactions. By incorporating
secret keys, the smart contract can ensure the authenticity and integrity of each transaction,
providing an additional layer of security. This mechanism allows the smart contract to verify
that each transaction originates from a legitimate and authorized source, thereby preventing
unauthorized access and fraudulent activities.

Smart contracts can automate the transaction process while providing transparency and
secure records to all parties involved. The automation aspect of smart contracts significantly
reduces the need for manual intervention, thus minimizing human error and increasing
efficiency. Every transaction recorded on the blockchain is transparent and immutable,
meaning that once a transaction is recorded, it cannot be altered or deleted. This feature
ensures that all parties involved in the transaction have access to the same immutable record,
fostering trust and accountability.

Moreover, each party involved in the transaction would own a copy of the transaction
record. This decentralized approach ensures that no single entity has control over the
transaction history, enhancing the system's resilience against tampering and corruption. Each
party can independently verify the transaction records and detect any anomalies that may
occur during the mining process. If any discrepancies are found, they can be addressed
promptly, ensuring the integrity of the entire transaction flow.

The use of smart contracts in this context aligns with the principles outlined in various
studies [3], [6], [8], which highlight the benefits of using blockchain technology for secure
and transparent data management in Industrial Internet of Things (110T) environments. Smart
contracts not only streamline the transaction process but also provide a robust framework for
verifying and validating transactions in real-time. This capability is crucial in environments
where trust and data integrity are paramount, such as 10T networks.

In summary, by leveraging secret keys and smart contracts, the proposed solution
ensures that transactions within the 10T network are secure, transparent, and verifiable. Each
party involved in the transaction process can independently confirm the authenticity of the
transactions and monitor for any anomalies, thereby maintaining the integrity and
trustworthiness of the entire system.

4.4. Deep Learning Intrusion Detection System (IDS) for Anomaly Detection
In [1], the integration of an Intrusion Detection System (IDS) with Artificial Intelligence

(Al) has shown to be highly effective in detecting network anomalies and cyberattacks,
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offering superior performance compared to traditional methods. The primary advantage of
employing Al in IDS is its capability to reduce human errors by automating the detection
process, thus providing a more reliable and accurate security solution. This deep-learning-
based IDS leverages advanced Al components to analyse vast amounts of data and identify
any deviations from normal network behaviour, which could indicate potential intrusions or
cyber threats from hijackers.

The system utilizes a Contractive Sparse Autoencoder (CSAE) for feature extraction.
CSAE is a type of neural network that learns efficient representations of input data by
minimizing reconstruction error and incorporating a regularization term to ensure robustness
and sparsity in the features. This process effectively condenses the data into a more
manageable form, highlighting the most critical features necessary for accurate anomaly
detection. By focusing on these key features, the IDS can more effectively distinguish between
normal and abnormal network behaviour.

Following the feature extraction phase, the Attention-Based Bidirectional Long Short-
Term Memory (ABILSTM) networks are employed to process the extracted features.
ABILSTM networks are an advanced type of recurrent neural network (RNN) designed to
handle sequential data and capture long-term dependencies. The bidirectional nature allows
the network to consider both past and future contexts in the data sequence, while the attention
mechanism helps the model to focus on the most relevant parts of the sequence when making
decisions. This dual capability enhances the IDS's ability to detect subtle anomalies that may
signify cyberattacks.

Finally, a Softmax Classifier is used to identify and categorize the detected anomalies.
The Softmax Classifier is a standard component in neural network architectures for multi-
class classification problems. It converts the output of the neural network into a probability
distribution over the possible classes, allowing the IDS to classify the type of cyberattack with
a high degree of confidence. This classification step is crucial for determining the appropriate
response to different types of detected intrusions.

In summary, the integration of CSAE for feature extraction, ABiLSTM networks for
anomaly detection, and the Softmax Classifier for classification forms a robust and efficient
deep-learning-based IDS. This system not only improves the accuracy of intrusion detection
but also automates the process, significantly reducing the likelihood of human errors and
enhancing the overall security of the network.
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5 RESULT AND ANALYSIS
5.1. Secure Communication Protocols

Secure Communication Protocols utilisess HMAC to enable a more secure and
confidential communication between 11OT devices and backend system. It is a cryptographic
technique that uses the combination of hash function and secret key, providing confidentiality
of a message or transmission. The message is encrypted and hashed multiple times during
transmission to ensure the messages are safe from third party. The integration of HMAC in
secure communication protocols highlights their critical role in safeguarding data integrity
and confidentiality in network communications.

HMAC consists of two parts which are shared set of cryptographic keys for sender and
recipient for generating and verifying HMAC, and a generic cryptographic hash function such
as SHA-256. The HMAC computation is as follows:

HMAC(K,m) = H((K' @ opad)|| H((K' & ipad)||M))
H: Cryptographic hash function.

K: Secret Key.
e K Block sized key derived from K, either by padding to right with zeros up to block
size or hashing to less than or equal to block size then padding to right with zeros.
e M: Message.
e opad, ipad: padding values used in HMAC computation.
e« @: XOR (exclusive OR) operator.
e ||: concatenation.

The key and message are hashed in separated steps in HMAC. Firstly, the sender hashes
the data with a secret key and send it to the server as a request. Then the server generates its
own HMAC to prevent extension attacks which could potentially expose parts of the key as
additional MACs are generated. After the process is completed, the message will be
irreversible and hack-proof. This can ensure the confidentiality of the messages transferred
between devices.

5.2. Smart Contracts for Access Control and Improved Decentralised Device Identification

Management

Smart contract is implemented to improve access control by indirectly enhance security,
transparency, and immutability. Cryptographic secret keys are central to this mechanism,
serving as reference keys to track and confirm transactions. These keys help verify and
validate transactions, ensuring their integrity and authenticity. Moreover, these keys are

important in driving an automation to reduce human error and tampering, meanwhile
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blockchain allows all parties to have a transparent transaction record, aiding in anomaly
detection. Therefore, manual inspection will only be used in tracking the transaction record.
As such, an Al should be implemented to aid this manual inspection as well.

Access control is managed through decentralized, tamper-resistant smart contracts that
verify identities and enforce policies automatically, eliminating the need for a central
authority. All access requests and transactions are logged on the blockchain, providing a
transparent audit as mentioned previously. Therefore, the following techniques and algorithms
will be implemented in smart contract to enhance the performance, improve the efficiency and
security.

Primitively, smart contracts’ key formulae and methods include encryption and
decryption, where the plaintext MMM is encrypted using the secret key KKK to produce the
ciphertext CCC (C=EK(M)C = E_K(M)C=EK (M)), and the ciphertext CCC is decrypted
using the same secret key KKK to retrieve the original plaintext MMM (M=DK(C)M =
D_K(C)M=DK (C)). Hashing is also employed, where each transaction TTT is hashed to
ensure its integrity (H(T)=hash(T)H(T) = \text{hash}(T)H(T)=hash(T)). The hash function
produces a fixed-size output H(T)H(T)H(T) from the input transaction data TTT, and stored
hashes H(Tstored)H(T_{\text{stored}})H(Tstored ) are compared with new hashes
H(T)H(T)H(T) to validate transactions.

Furthermore, decentralised device identification management uses another technique to
improve the security factor by verifying the user from getting access with the data content
with using implementing the verification algorithm in Edge Server (ES) as shown in figure
1.2 above. Assume there are n final messages corresponding to a, which are (on, cn, Un, PIDn,
PKn, APK, tsn).

e on: Asignature.

e cn: A challenge or cryptographic value.

e Un: Some unique identifier or data related to the message.
« PIDn: A device or process ID.

e PKn: A public key.

e APK: Another public key or cryptographic key.

e Tsn: A timestamp.

ES would first check on the timestamp of the message sent from the user to prevent any
potential replay attacks where the message would be discarded if it is not fresh. However, this
is not enough. ES will then classify if the keys of the message if the message is approved for

the services’ accessibility. After the early assessment, the further verification algorithm as
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known as small exponential test technique is being applied. Thus, the algorithm will then
choose a vector v ={v1, v2, .. ., vn} and then verify the message by batch with the algorithm.

The equation of the algorithm is listed as followed:

(i(vi . ai))- P = i(vi - PKi)

. i=1
+<Z(vi . si))- Ppub
=1
+Z(vi * Ul * si)
i=1

As such, the equation has to be balanced where left hand side is equals to the right-hand
side to approve the message to be access with the service is being classified and assigning to.
5.3. Deep Learning Intrusion Detection System (IDS) for Anomaly Detection

As mentioned in the previous sections, this solution can effectively detect and mitigate
cyber threats. Deep Learning IDS helps in analysing the network traffic with the aid of deep
learning using Contractive Sparse Autoencoder (CSAE) and Attention-Based Bidirectional
Long Short-Term Memory (ABILSTM) Networks to identify anomalies and potential security
breaches [1].

With this solution, the session based mutual authentication and key agreement
mechanism for the current authentication mechanism is improved by establishing a secure
data sharing channel [1].

The evaluation metrics used for this solution are precision, recall, F1 score, and false
acceptance rate (FAR) as follows where TP is True Positive, FP is False Positive, TN is True

Negative, FN is False Negative [1]:

procicion — TP
recision = TP n FP
Recall = — %
CCat = TP+ FN

2 X recall X precision
F1 — Measure =

recall + precision

FAR = ———
FP+TN

Figure 5.1 and 5.2 below shows the result of the evaluation metrics on 2 different dataset
which are ToN-loT and the EDGE-110TSet respectively [1]. In figure 3 and 4 below, the

average precision among detecting all types of attacks for both dataset is above 90% which
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shows a high confidence of the IDS. Next, the average FAR of among detecting all types of

attacks in both datasets are low which indicates low false alarm rate.

Parameters | Backdoor | DDo§ | DoS | Injection | MITM | Normal | Password | Ransomware | Scanning | XSS
Precision | 99950 | %6361 | 98910 | 92080 | 92203 | %09% | ORML | WM | UMb | W0
Recall | 9983 | 92613 | YRKTT | SR760 | GTSY | I0000 | 9953 | WL | Wl 97
Flcore | 99892 | 94346 | 988%4 | S48%7 | 92365 | 9999 | 988N | 911 | 90I62 | 98319
FAR | 000002 | 00014 000049 | 00032 | 000001 | 000006 | 000085 | 000030 | 0.00059 | 00004

Figure 3: Prediction result based on the Deep-Learning based IDS using NoT-IoT dataset

[1].

Parameters | Normal | DDSTDP | DDoSTCMP | SQL injection | DDoS'TCP | Vulnerabify scanver | Password | DDoSHTTP | Uploading | Backdoor | PortScamning | X85 | Ransomware | Fingerprinting | MITM
Preaon | 10000 | 990 1000 81471 A un 48 Wil B33 W06 §138 all L] 1000 000
Recll | 10000 | (0000 0% 128 976 FE 30 (%3] 43 [I] 3 n3 [ 974 10000
Flscore | 10000 | 99953 L1 pikil 813 LA 0 ki) 206 04 04 b LI nu 10000
FiR 0 000006 ] 0l 00100 nmne [ 00l N0 | 000l 0003 [ 00067 [ 000003 ] 0

Figure 4: Prediction result based on the Deep-Learning based IDS using EDGE-110TSet
dataset [1].

6 CONCLUSION

The study emphasizes the vulnerability of 10T networks to security threats due to the
diverse nature of devices and communication channels. To enhance the safety and security of
IloT protocols, a comprehensive solution is proposed that includes decentralized device
identity management, secure communication protocols, smart contracts for access control, and
a deep learning-based intrusion detection system (IDS) for anomaly detection.

Decentralized device identity management is achieved through the implementation of a
Smart Contract Key Generation Center (SC-KGC), which is responsible for generating and
distributing cryptographic keys to devices. This decentralized approach enhances data security
by eliminating the single point of failure inherent in centralized key management systems,
thereby improving privacy preservation and reducing the risk of key compromise.

Secure communication protocols are essential for maintaining the confidentiality and
integrity of data transmitted between I10T devices and backend systems. These protocols
leverage cryptographic techniques, such as encryption and hash-based message authentication
codes (HMAC), to ensure that only authorized devices can access and transmit data. The use
of secure communication protocols prevents unauthorized access and data tampering, thereby
safeguarding sensitive information.

Smart contracts are employed for access control, automating the process of verifying
and granting access to data and services within the 1loT network. By embedding access control

rules within smart contracts, the system ensures that only authenticated and authorized devices
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can interact with the network. This automation reduces the likelihood of human error and
enhances the efficiency of access management.

The integration of a deep learning-based IDS further strengthens the security of the 10T
network by continuously monitoring for anomalies and potential intrusions. The IDS utilizes
advanced Al techniques, such as Contractive Sparse Autoencoder (CSAE) for feature
extraction and Attention-Based Bidirectional Long Short-Term Memory (ABILSTM)
networks for anomaly detection, to identify and respond to cyber threats in real-time. This
proactive approach enables the system to detect and mitigate security breaches before they
can cause significant harm.

The results and analysis of the proposed system indicate that leveraging blockchain
technology and smart contracts significantly improves the security and efficiency of 1loT
applications. The decentralized approach to key management through SC-KGC enhances data
security and privacy preservation, while the use of secure communication protocols ensures
the confidentiality and integrity of data. Additionally, the integration of a deep learning-based
IDS provides robust anomaly detection capabilities, further safeguarding the network from
potential cyber threats.

Overall, integrating blockchain technology and smart contracts with secure
communication protocols and deep learning-based IDS can significantly improve the security
of 10T networks. This comprehensive solution addresses the diverse security challenges
posed by the heterogeneous nature of 110T devices and communication channels, ensuring a

more resilient and trustworthy I1oT environment.
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