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Abstract : The rapid advancement of Industrial Internet of Things (IIoT) technology necessitates robust 

authentication solutions to ensure security, scalability, and efficiency. This project, titled "Enhancing Security in 

Industrial IoT: Authentication Solutions Leveraging Blockchain," examines various blockchain-based 

authentication methods for IIoT and identifies their strengths and weaknesses. Despite the enhanced security and 

decentralized nature of blockchain, issues such as scalability, high latency, and computational load persist. To 

address these challenges, we propose the integration of Multi-Factor Authentication (MFA) as a supplementary 

solution. MFA can distribute the authentication load, enhance flexibility and security, and reduce latency by utilizing 

quick-to-verify factors. Moreover, MFA ensures high availability and scalable storage and processing through 

cloud services, seamlessly integrating with existing systems to provide a superior user experience. This 

comprehensive approach not only mitigates the inherent limitations of blockchain technology in IIoT but also 

reinforces the overall security framework, ensuring resilient and efficient authentication mechanisms. The results 

demonstrate significant improvements in system performance and user satisfaction, establishing MFA as a viable 

enhancement to blockchain-based IIoT security solutions. 
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I. INTRODUCTION 

The Industrial Internet of Things (IIoT) plays an important part in Industry 4.0. providing 

intelligent and effective solutions. However, the interconnectedness of IIoT raises security 

issues like illegal access and data breaches. These risks prove difficult for traditional techniques 

to handle, necessitating creativity [1]. Blockchain technology's distributed ledger, immutability, 

and resistance to tampering make it a promising solution. To safeguard Industry 4.0, this article 

investigates how blockchain- based authentication might transform IIoT security. 

 

II. RESEARCH BACKGROUND 

Blockchain technology serves as a solid foundation for safe authentication by providing a 

decentralized and tamper-resistant ledger. Its decentralized nature assures that authentication 

data is managed independently by users, lowering the risk of illegal access or manipulation. The 

consensus process used in blockchain authentication, which consists of solving computational 

puzzles and providing evidence of solutions, improves security by prohibiting unauthorized 

changes to authentication records. Furthermore, the requirement that attackers control the bulk 

of the network's processing power to compromise authentication data emphasizes the robustness 
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of blockchain-based authentication systems. Overall, blockchain's decentralized architecture 

and strong security measures help to develop highly secure authentication techniques [6]. 

Below figure 1 shows how blockchain is involved in securing communication between devices 

and the internet through a master-slave chain structure. 

The device distributes various data throughout the network, generating a URL link, which 

is then stored within the blockchain system. Clients request access from the blockchain system, 

obtaining permission, and subsequently, the blockchain system distributes the corresponding 

website to authorized users. These users then retrieve relevant data from the internet via the 

provided website [1]. 

 
Figure 1: Utilization of blockchain for secure data storage and processing 

 

III. PROBLEM STATEMENTS 

The very first problem statement is Authentication and Privacy Challenges in Industrial 

IoT (IIoT). In this era, assuring a high level of privacy and safety of data is crucial where 

computers now from different settings, are connecting on the same activity. The solution is to 

apply Menger identification helps to improve privacy by authenticating them without revealing 

their identities, enhances security by managing access control using blockchain, and ensures 

efficient authentication [1]. 

In addition, the next problem statement is scalability and efficiency issues in blockchain-

based solutions for IIoT. Blockchain technology promises enhanced IIoT security but faces 

scalability and efficiency challenges as IIoT ecosystems expand. The first suggested solution 

is implementing a chained-structured blockchain, similar to Bitcoin, Hyperledger, or Ethereum 

where new blocks are attached to the long-chain structure. Next is using private blockchain 

networks with reliable members for IIoT applications, which can reduce computational 

resources needed for consensus and transaction validation by restricting access to a small set of 

users, resulting in enhanced efficiency and scalability [7]. 

Lastly, the problem statement is interoperability challenges in blockchain integration 
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with existing industrial systems. A network structure based on a master-slave chain structure 

with sub-chains for different IoT domains at the bottom layer and a main chain with trusted 

organization server nodes at the top layer, enabling secure local and cross-chain authentication 

for IoT devices, is implemented. 

Next is providing a framework for assessing the reputation of slave chain nodes and 

Internet of Things (IoT) devices. This will improve authentication effectiveness and reduce 

malicious attacks by boosting security by taking transmission delays and consistency into 

account [9]. 

 

IV. RELATED WORK 

This article addresses the challenges faced by IoT devices in terms of data security and 

privacy due to their distributed nature [1]. The problem revolves around ensuring secure 

authentication for IoT devices, especially at the perception layer, to prevent unauthorized 

access. The proposed solution involves implementing a blockchain-based authentication 

system called IoT-chain, leveraging Hyperledger Fabric. Strengths include decentralized 

security and flexible access control. Weaknesses may include potential scalability issues. 

Evaluation metrics involve testing the system's throughput and response times under various 

concurrent access scenarios. 

The article discusses the emergence of Industry 5.0 and the Commercial Internet of 

Things (IIoT) as significant concepts in intelligent systems, particularly in urban traffic 

management [2]. The problem statement is on handling various traffic issues in urban areas, 

increasing road network capacity, and improving traffic efficiency and safety through advanced 

information services and technology. The proposed solution involves leveraging blockchain 

technology and a permission-based blockchain approach to enhance security and trust in 

communication across different domains. Strengths include the use of blockchain for secure 

communication and identity verification. Weaknesses may include scalability challenges and 

potential operational mistakes. The proposed solution is through simulations, measuring metrics 

such as enrollment time, latency, hit frequency, and cache performance to assess system 

performance and security. 

This article addresses blockchain hyperledger technology and the IIoT while addressing 

the data security concerns associated with the present E-healthcare applications. The problem 

highlights poor communication channels in E-healthcare, leading to the proposal of BHIIoT, a 

peer-to-peer consortium network, for secure medical transactions. The BHIIoT solution 

optimises resource utilisation and efficiency while enhancing E-healthcare data security 



 
Enhancing Security in Industrial IoT: Authentication Solutions Leveraging Blockchain Technology 

90        International Journal of Computer Technology and Science - VOLUME 1, NO. 3, JULY 2024 
 

 

 

through the implementation of a consortium hyperledger network with on/off-chain connection 

and unique consensus protocols [3]. The strengths of BHIIoT are enhancing security and 

improving data integrity. The weaknesses of BHIIoT are latency and scalability issues. The 

authors evaluated their proposed solution using metrics such as resource consumption 

reduction, productivity improvement, and comparison with state-of-the-art methods [3]. 

This article addresses a reliable cybersecurity communication technique that makes 

decisions throughout communication by utilising each device's trust evaluation system. The 

problem statement is to enhance secure management and control in industrial sectors amidst 

increasing cybersecurity risks and IIoT challenges. To improve data security, efficiency, and 

decision-making, the suggested solution, TrustBlkSys, combines blockchain technology with a 

trust-enabled IIoT mechanism [4]. The strengths are enhancing security and enabling a high 

level of transparency and accountability in communication. The weaknesses could be its 

vulnerability to attacks targeting the consensus mechanism and potentially hindering adoption 

and scalability. The authors evaluated metrics such as data security enhancement, efficiency 

improvement, and comparison against existing approaches [4]. 

The article addressed is focusing on how the implementation of blockchain based 

technology can improve the 5G network community. The issue discussed is regarding the need 

for frequent authentication of the 5G network whenever someone must access it [5]. The 

existing 4G authentication protocols lack effectiveness in handling the authentication demands 

of 5G network. Hence, the paper proposed one robust solution to the current problem stated 

which is completely utilizing the usage of blockchain technology in the 5G network which 

can minimize the authentication process count and enhance the security that can help speed 

up the 5G’s authentication process [5]. The weakness is it requires the implementation and 

integration of a new consensus algorithm. To achieve this solution proposed, the evaluation 

metrics such as authentication rate improvement, process authentication count per unit time, 

processing time and security enhancement in the authentication process are applied. 

[6] have summarized an article that highlights the use of biometric authentication systems 

particularly in this era of escalated security demands in modern technology. However, it still 

faces some challenges that trigger the privacy of the information kept. The problem issued is 

the weak security of the biometric system which is susceptible to information leakage that 

could lead to unreliability of its modules. The proposed solution suggests that integrating 

blockchain is implemented to enhance security with the help of special techniques such as 

information fusion, computational workload, and biometric template protection [6]. The 

strength of this proposed solution is focusing on providing a distributed, convenient, and 
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decentralized mechanism for processing authentication via biometrics. However, the economic 

cost, data privacy, scalability and security, and processing capabilities of this proposed solution 

are still becoming a big concern within the solution [6]. The author evaluates the proposed 

solution by how successful the merging of both the biometric system and integration 

blockchain will provide more security to the biometric authentication system. 

The article authored by [7] outlined the challenges of Big Data (BD) dissemination in the 

IIoT environment, where the problem statement is the existing centralized model being prone to 

single points of failure, security, and privacy. The proposed solution to address these issues is 

a blockchain-based distributed model DMIIoT, focusing more on the security aspects of 

blockchain technology. It removes the presence of a third party to fulfill direct data transfer, 

thus reducing the risks of data loss and man- in-the-middle attacks. However, while the existing 

encryption mechanism secures data, it may not necessarily secure data transmission, especially 

in cases of weak key material that can be easily compromised. The evaluation involved a case 

study on a Smart Grid (SG) system to validate the potential of the proposed model, including 

aspects such as load balance, energy management cost, and transmission delay. 

The article discusses a development technique for authenticating IoT devices within an 

industrial network using blockchain technology. It highlights the problem of traditional 

centralized authentication and security mechanisms, which often rely on third parties and 

consume significant time and computing power. The proposed solution suggests implementing 

the GFE-Chain algorithm [8] to achieve high throughput and low latency while preserving the 

security and decentralization properties of blockchain technology. This approach promises 

decentralization, improved performance, and protection against known attacks, but a noticeable 

gap remains between the theoretical models described in academic papers and the practical tools 

required for the full implementation of the algorithm. To evaluate the efficiency of the 

developed sensor authentication algorithm, the authors employ tools like Avispa SPAN which 

is specifically designed to scan security protocols for vulnerabilities automatically. 

This article addresses the intelligent terminal of authentication methods in blockchain. 

The problem statement here is there is limited throughput and increasing time consumption 

even though a single blockchain can enable trustworthy access and administration of IoT 

devices in large-scale Internet of Things (IoT) application scenarios. The proposed solution 

uses a master-slave blockchain structure to enhance the reliability of nodes and IoT devices. 

The strength of this method is an increase in security measures and the effectiveness of data [9]. 

The weaknesses are master-slave chain structure increases complexity when compared to a 

single-chain architecture and causes performance overhead. The evaluation metrics used by the 
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author are throughput (TPS), Latency, error node rate and malicious node rate to achieve the 

solution proposed. 

This article addresses the implementation through dual chain authentication in edge 

computing on blockchain. The problem statement is traditional edge computing authentication 

approaches are insecure for IoT devices due to their widespread distribution and frequent 

location changes. The proposed solution is by using dual-chain authentication and key 

agreement protocol that uses blockchain technology. The strength of this solution is enhanced 

security and an increase in efficiency, such as speed of authentication for frequently used 

devices. The weaknesses of this solution are increased of storage burden and computational 

load on edge nodes. Evaluation metrics used by author such as storage consumption [10]. 

 

V. PROPOSED SOLUTION 

Here, we suggest Multi-Factor Authentication (MFA) serve as an upgraded version of 

the 10 authentication mechanisms mentioned in related work. The limitation of the 10 

authentication mechanisms is scalability issues. Scalability can be defined as an ability of a 

server to continuously function when the amount of data, and authentication requests of users 

are increased [11]. The authentication system needs to increase the number of users and devices 

without sacrificing user experience, security, or performance. Thus, MFA is the best way to 

overcome this limitation that occurs on the authentication mechanisms mentioned. MFA is an 

electronic authentication method in which a user when accessing some applications and 

websites, needs to present two or more factors to granted access to the website or application 

as shown in Figure 2 [12]. 

 
Figure 2: Illustration of how multifactor authentication works 

 

In IIoT environments, high availability and redundancy are essential for continued 

operation, particularly in the context of urban traffic management systems, where downtime 

can cause serious disruptions and raise safety issues. The use of a permission-based blockchain 

to improve identity verification and security in urban traffic communication networks offers 

several built-in advantages. It does, however, also confront difficulties, namely with scalability 
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and possible operational errors. These issues can be resolved by including MFA in this 

architecture, which will increase system reliability overall by guaranteeing high availability 

and redundancy, enhancing the overall system’s reliab ility. The purpose of redundant multi-

factor authentication systems is to guarantee that services don't stop working if a server fails. 

Multiple authentication servers that can process authentication requests concurrently are 

deployed to do this. The other servers can effortlessly take over the authentication operations 

in the event of a server loss or outage, preventing any discernible disturbance in service. In 

urban traffic management, where safe communication and real-time data transmission are 

crucial for regulating traffic flow, maximizing road usage, and guaranteeing safety, redundancy 

plays a critical role. Urban traffic management can continue to operate continuously and with 

high availability even in the event of server failures or maintenance windows by utilizing 

redundant MFA systems. Furthermore, combining MFA with a permission-based blockchain 

helps reduce the possibility of operational errors. Although secure, blockchain technologies can 

be difficult to administer and could pose operational issues if not used properly. By using multi-

factor authentication, MFA enhances security and verifies that only authorized users and 

devices can access the system. This reduces the possibility of operational mistakes endangering 

the traffic management system's functionality or security. In addition to improving the overall 

security posture, the usage of several verification factors makes it more difficult for attackers 

to get around authentication systems. 

Integrating MFA into existing authentication frameworks not only provides a pragmatic 

solution to enhance security but also effectively addresses the challenges highlighted in the 

context of blockchain technology. By leveraging the established authentication mechanisms 

already in place, MFA integration sidesteps the need for significant infrastructure changes that 

would be required to accommodate new consensus algorithms for blockchain. This 

compatibility and flexibility inherent in MFA integration allow organizations to enhance 

security measures seamlessly, avoiding the complexities and potential disruptions associated 

with implementing entirely new consensus mechanisms. Moreover, the streamlined nature of 

MFA integration ensures that upgrades can be executed without the need for extensive 

overhauls, a stark contrast to the potential upheaval that might accompany the adoption of new 

consensus algorithms. Also, MFA integration underscores a strategic focus on security 

enhancement by augmenting existing authentication mechanisms with additional layers of 

verification. While blockchain technology offers inherent security benefits, the integration of 

MFA adds an extra layer of protection, enhancing the resilience of authentication processes 

against evolving threats and vulnerabilities. 
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An MFA solution is a critical element in addressing the scalability issues inherent in 

blockchain networks. To provide robust security measures, this suggested MFA solution 

incorporates a tiered authentication paradigm that seamlessly integrates device credentials, user 

authentication, and contextual verification. MFA establishes a multidimensional security 

strategy by demanding the verification of multiple factors before granting access. This layered 

approach not only strengthens the authentication process but also cleverly distributes the 

authentication load among multiple systems, reducing stress on the blockchain network and 

greatly improving scalability, particularly in terms of processing and storage capacity. 

Furthermore, implementing a hybrid blockchain approach is a critical step toward improving 

data management in IIoT settings. By carefully balancing the benefits of public and private 

blockchains, this paradigm enables the effective management of less important data off- chain 

while prioritizing the storage of crucial authentication data on the blockchain. This division 

successfully addresses the scalability issues that often plague blockchain implementations, 

particularly regarding storage capacity, by ensuring that the blockchain network remains 

streamlined, efficient, and scalable. By using external storage solutions for less important data 

and blockchain storage for key data, the MFA solution ensures efficient storage resource 

utilization, allowing for smooth scaling as the IIoT ecosystem expands. Additionally, 

incorporating edge computing into the MFA system architecture offers a novel way to 

accelerate authentication procedures while resolving processing scalability issues. Preliminary 

authentication checks can be effectively handled locally by leveraging edge devices for 

processing and verifying MFA factors, such as biometric data or contextual information. This 

significantly reduces the workload on the central blockchain network and speeds up the overall 

authentication process. In IIoT situations, where real-time decision-making is critical, this 

distributed processing technique ensures low latency and high responsiveness, thereby 

improving the scalability of authentication procedures. In summary, scalable storage and 

processing capacities are efficiently handled by adopting a hybrid blockchain model and 

incorporating edge computing into the MFA solution. This approach sets the groundwork for a 

robust, scalable, and future-ready IIoT ecosystem. 

A full solution to the scalability problems present in such contexts is provided by 

integrating MFA into blockchain-based IIoT authentication systems. This effectively 

distributes authentication demand and improves user experience. Conventional single-factor 

authentication techniques may cause latency and performance snags when IIoT networks handle 

an increasing number of users and devices, jeopardizing efficiency and security. In order to 

prevent server overloads and maintain system performance, MFA distributes the authentication 
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workload among many methods, hence mitigating these issues. Examples of these factors 

include passwords, biometrics, one-time passwords (OTPs), and mobile authenticator apps. 

Because different devices and user roles require varied levels of security, MFA's flexibility and 

adaptability are essential for blockchain-based IIoT systems. 

Adaptive authentication approaches, for example, can be used with MFA to reduce the 

number of factors required based on the risk level of each access attempt. This will reduce the 

load on the blockchain network and eliminate needless authentication procedures. This 

flexibility reduces user fatigue from frequent authentication requests, which is a significant 

problem in high-frequency access scenarios, while simultaneously improving security. 

Furthermore, by enabling users to authenticate only once and access several services without 

having to repeatedly log in, MFA's interoperability with Single Sign-On (SSO) systems further 

enhances scalability by drastically lowering the quantity of authentication transactions handled 

by the blockchain. A more effective and user-friendly experience results from this seamless 

integration, which is crucial in industrial environments where productivity can be directly 

impacted by accessibility. Additionally, fast verification is provided via user-friendly 

authentication factors like biometrics and push alerts, which lower latency in comparison to 

conventional blockchain consensus techniques. Through distributed topologies and replicated 

authentication servers, MFA provides a simplified authentication process while retaining high 

availability, allowing for uninterrupted operation even in the case of server failures. In addition 

to improving system stability, this approach solves possible operational errors that have been 

brought to light in certain blockchain applications, like urban traffic control systems. Moreover, 

MFA can transfer processing and storage requirements to cloud providers, enabling real-time 

scaling in response to demand without requiring major infrastructure changes. This feature is 

crucial for handling dual-chain authentication's higher processing load and storage needs in 

edge computing. 

MFA promotes more engagement and satisfaction among users by boosting their sense 

of security and trust, which is essential for the widespread adoption of blockchain-based IIoT 

systems. MFA systems are continuously improved through user feedback, ensuring that 

security, performance, and user experience are all balanced while keeping the system easy to 

use and accommodating new security threats. 

By spreading the authentication load across several factors and services and hence 

reducing the risk of a single point of failure, multi-factor authentication, or MFA, improves 

system resilience and efficiency. MFA reduces reliance on a single authentication server by 

utilizing a variety of authentication techniques, including passwords, biometrics, and one-time 
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passwords. This helps to prevent widespread access concerns if one technique fails. To make 

sure that no single server is overloaded, load balancing techniques further divide incoming 

authentication requests among several servers as illustrated in Figure 3. This method improves 

system resilience and durability while preserving peak performance and responsiveness. 

 
Figure 3: Distribution of load among servers 

 

Another important benefit of MFA is its scalability, which is especially useful when 

combined with distributed databases and cloud-based authentication systems. Even during 

periods of high usage, these systems' ability to dynamically distribute resources in response to 

demand enables them to efficiently handle massive numbers of authentication requests. 

Additionally, MFA systems have failover and redundancy techniques built in, so if one service 

goes down, other authentication methods can take over. By processing requests closer to the user, 

servers that are geographically distributed reduce latency. Additionally, processing various 

authentication factors in parallel balances the computational load. Furthermore, dynamic factor 

selection and monitoring methods are employed by sophisticated MFA systems to adjust to 

present system loads and anticipate possible bottlenecks. High levels of security, effectiveness, 

and user happiness are maintained by MFA systems thanks to this all-encompassing, 

distributed approach. 

Using a variety of authentication techniques, MFA significantly enhances security and 

user experience. MFA provides flexibility and adaptability for authentication. These consist of 

standard passwords, biometrics such as facial, fingerprint, and voice recognition, and smart 

cards. USB devices, and OTPs sent by email, text message, or application. Moreover, mobile 

apps offer authenticator services and push notifications, and behavioural biometrics track 

mouse and typing patterns. Because of this diversity, MFA may be highly customised to fit the 

unique requirements of various environments, ranging from consumer apps that need scalable 
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and user-friendly solutions to enterprise settings with intricate access controls. MFA helps 

mobile workforces have safe remote access while also supporting regulatory compliance 

through comprehensive logging and strong authentication methods. 

Since MFA is flexible enough to provide multi-layered security with redundant 

authentication factors and adaptive authentication policies that change according to risk levels, 

it also reduces the danger of single points of failure. Even if one element fails, access is 

guaranteed via failover mechanisms including backup authentication techniques and ongoing 

cloud-based service availability. Easy adoption and efficient use are further facilitated by user 

assistance and education. While easy authentication methods like biometrics and push 

notifications increase user pleasure, enhanced security measures lower the chance of credential 

theft and phishing attempts. Organisations can future-proof their authentication systems and 

retain high security and a great user experience by utilising MFA's adaptability to evolving 

technologies and customisable implementation options. 

By utilizing quick-to-verify authentication factors including OTPs, biometric 

information, and push notifications, MFA reduces latency as compared to blockchain-based 

systems. In contrast to decentralized validation processes and massive computing demands 

associated with blockchain consensus mechanisms, MFA's localized verification usually 

necessitates connection with a single server or small cluster, hence decreasing network latency. 

MFA systems also make use of parallel processing methods and enhanced cryptographic 

algorithms, which speed verification times and guarantee operational effectiveness. MFA 

provides quick authentication for financial transactions, business access, e-commerce, and 

healthcare apps, improving user experience and enabling smooth interactions without 

sacrificing security. 

MFA guarantees that users' regular activities and processes are not disrupted to the 

greatest extent possible, hence increasing user satisfaction and productivity, by offering speedy 

and secure authentication options. Furthermore, it is anticipated that advancements in cloud 

computing, network architecture, and biometric technologies will improve MFA's efficiency by 

cutting down on latency and streamlining verification procedures. MFA is still an effective and 

dependable way to secure access in a variety of settings and apps, even in those where security 

and user experience are top priorities for businesses. 

An MFA solution is a critical element in addressing the scalability issues inherent in 

blockchain networks. To provide robust security measures, this suggested MFA solution 

incorporates a tiered authentication paradigm that seamlessly integrates device credentials, user 

authentication, and contextual verification. MFA establishes a multidimensional security 
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strategy by demanding the verification of multiple factors before granting access. This layered 

approach not only strengthens the authentication process but also cleverly distributes the 

authentication load among multiple systems, reducing stress on the blockchain network and 

greatly improving scalability, particularly in terms of processing and storage capacity. 

Furthermore, implementing a hybrid blockchain approach is a critical step toward improving 

data management in IIoT settings. By carefully balancing the benefits of public and private 

blockchains, this paradigm enables the effective management of less important data off- chain 

while prioritizing the storage of crucial authentication data on the blockchain. This division 

successfully addresses the scalability issues that often plague blockchain implementations, 

particularly regarding storage capacity, by ensuring that the blockchain network remains 

streamlined, efficient, and scalable. By using external storage solutions for less important data 

and blockchain storage for key data, the MFA solution ensures efficient storage resource 

utilization, allowing for smooth scaling as the IIoT ecosystem expands. Additionally, 

incorporating edge computing into the MFA system architecture offers a novel way to 

accelerate authentication procedures while resolving processing scalability issues. Preliminary 

authentication checks can be effectively handled locally by leveraging edge devices for 

processing and verifying MFA factors, such as biometric data or contextual information. This 

significantly reduces the workload on the central blockchain network and speeds up the overall 

authentication process. In IIoT situations, where real-time decision-making is critical, this 

distributed processing technique ensures low latency and high responsiveness, thereby 

improving the scalability of authentication procedures. In summary, scalable storage and 

processing capacities are efficiently handled by adopting a hybrid blockchain model and 

incorporating edge computing into the MFA solution. This approach sets the groundwork for a 

robust, scalable, and future-ready IIoT ecosystem. 

MFA establishes a robust defence against common cyber-attacks by combining multiple 

verification elements such as passwords, fingerprints, and facial recognition. This layered 

approach significantly reduces the vulnerabilities present in single-factor authentication 

techniques, which are prone to brute force attacks, device loss, and biometric spoofing. By 

requiring multiple forms of authentication, MFA raises the security bar for potential attackers, 

enhancing the overall security posture and providing strong protection against unauthorized 

access. 

MFA also fortifies defenses against account takeover (ATO) incidents, brute force 

attacks, phishing attempts, and man-in-the-middle attacks. For instance, even if users fall for 

phishing scams, MFA prevents attackers from accessing accounts without the additional 
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authentication factors. Rate- limiting restrictions and the ability to issue further challenges in 

response to suspicious activity discourage brute force attacks and bolster defenses against ATO 

situations. In blockchain systems, MFA ensures only authenticated nodes participate in 

consensus, reducing the risk of attacks like the 51% attack. Multi-signature wallets, often linked 

with MFA, require multiple approvals for transactions, enhancing protection against fraud and 

unauthorized access. Thus, MFA is crucial for both traditional cybersecurity and securing 

advanced systems like blockchain, safeguarding against evolving threats and vulnerabilities. 

 
Figure 4: Summary of Related Solution 

 

VI. RESULT AND ANALYSIS 

Based on research in [13], the first problem statement is Authentication and Privacy 

Challenges in Industrial IoT (IIoT), in other words, ensuring a high level of privacy and safety 

for data within IIoT environment. This is crucial because computers and devices from various 

settings are interconnected, causing some potential security vulnerabilities. Our proposed 

solution that can overcome this problem is to apply MFA. 

In [14], MFA proposes multiple verification layers to increase their security. For 

instance, passwords, biometric verification and some security tokens, such as OTPs. All these 

additional factors can indirectly increase the difficulty for unauthorized user to gain access to 

any website, apps and so on. Traditional single-factor authentication such as typing a password 

only is vulnerable to various attacks, including phishing and brute force. Moreover, MFA 

provides adaptive authentication, where it can adjust the level of authentication based on the 

condition needed. [15] propose level of authentication can be verify using the IP addresses, login 

times or user agents. System is able to compute risk level for a given authentication. Let have 

an example, if a user attempts to log in from another different location or device, the system 
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will request extra authentication steps, like needing user to input OTPs sent to their respective 

mobile device. By lowering needless friction during routine, low-risk access attempts, 

contextual awareness not only improves user experience but also strengthens security by 

decreasing risks associated with atypical or potentially malicious activities. With so many 

interconnected systems and devices in the IIoT, such adaptive authentication offers strong 

security against illegal access while preserving operational effectiveness. Below figure 5 that 

shows multiple levels of authentication versus the attack success rate. 

 
Figure 5: Level of Security and Attack Success Rate settings 

 

Based on figure 5, it proves that continuous increases of the level of security, the rate 

decreases at the same time as is getting harder for unauthorized users to access. At figure 5, it 

shows that at S1, we can see that there are highly vulnerable to attack, which attack success rate 

is up to 60% while level of security is only 40%. It shows it is the least secure level of security 

with the overall alternative. Increasing another level of security to S2, level of security (LS) 

rise to 30% and attack success rate (ASR) reduce to 30%, showing that improvement of security 

from S2 to S1. Furthermore, LS increase to 80%, while ASR reduce to 20%, making it harder 

for unauthorized user to access it. At the end, S4 uses all authentication setting have, 

contributing to LS of 90% and ASR of 10%, is the most powerful defence against unauthorized 

access attempts. 

In addition, there is a formula to calculate Attack Success Rate, which is 

 
 

where ASR represent percentage of attempts that succeed rate, S is the number of 

successful attack attempts and F is number of failed attack attempt. By using this formula, we 

able to find out how the level of security affect the attack success rate by unauthorized user. 

 



101 

 
 

 E-ISSN :3048-1961, AND P-ISSN :3048-1899, PAGE. 87-105 

 

 
 

 

  
Figure 6: Account compromise rate with and 

without 

Figure 7: Failure Rates of Different MFA Methods 

 

Next, the implementation of MFA significantly enhances security within the IIoT, 

particularly when combined with blockchain technology. The figure 6 underscores the 

effectiveness of MFA, illustrating a substantial reduction in account compromise rates from 

1.0071% without MFA to a mere 0.0079% with MFA. This stark difference highlights the 

robustness of MFA in fortifying account security by requiring multiple forms of verification, 

such as passwords, OTPs, and biometric data. The comparison of failure rates among different 

MFA methods, showing in figure 5—0.99% for Authenticator OTP, 0.97% for Authenticator 

Notifications, and 1.66% for SMS—further demonstrates the reliability and flexibility of MFA 

solutions. These methods can be seamlessly integrated into IIoT systems, ensuring a versatile 

and robust security framework. 

In the context of IIoT, scalability is a critical issue due to the extensive network of 

interconnected devices and the necessity for secure, efficient communication. Blockchain 

technology, with its decentralized nature, inherently supports scalability but often struggles with 

high computational loads and latency due to consensus mechanisms. Here, MFA's efficiency 

plays a pivotal role. By distributing the authentication load across multiple factors and services, 

MFA alleviates the computational burden on blockchain networks, thereby enhancing 

performance and scalability. The data demonstrates that with MFA, the number of compromises 

significantly drops, meaning fewer security breaches need to be processed and managed by the 

blockchain network. This reduction in incidents helps maintain network efficiency even as the 

system scales. 

Moreover, MFA's quick verification processes reduce latency, a significant advantage 

over traditional consensus-based authentication mechanisms in blockchain. This reduction in 

latency not only improves user experience but also ensures swift and secure data transmission 

across the IIoT network. As seen in the graphical representation, methods like OTPs and 

Authenticator Notifications have low failure rates, suggesting high reliability and fast 
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processing times which are crucial for maintaining scalability in IIoT systems. 

Furthermore, as IIoT networks scale, the risk of cyber-attacks escalates. MFA provides 

a scalable security solution that grows with the network, maintaining robust protection as the 

number of devices and transactions increases. This scalability, coupled with enhanced security, 

addresses the dual challenges faced by IIoT systems. Additionally, MFA's seamless integration 

into existing blockchain frameworks offers an extra security layer without necessitating 

significant infrastructural changes. This integration is crucial for efficiently scaling IIoT 

networks while ensuring high security. 

In summary, leveraging MFA within blockchain technology offers a comprehensive 

solution to enhance security in IIoT. It addresses scalability issues by reducing computational 

load, distributing authentication efforts, lowering latency, and providing robust, scalable 

security. The graphical data support the effectiveness of MFA in significantly lowering account 

compromise rates and maintaining high efficiency and reliability, making MFA an essential 

component in developing secure, efficient, and scalable IIoT systems, fulfilling the overarching 

goal of enhancing security in IIoT through advanced authentication solutions leveraging 

blockchain technology. 

 

VII. CONCLUSION 

In conclusion, MFA emerges as a cornerstone solution for bolstering security, scalability, 

and operational reliability within blockchain-based and industrial IoT (IIoT) environments. By 

mandating multiple authentication factors—such as passwords, biometrics, or tokens—MFA 

significantly enhances access controls, fortifying defenses against unauthorized access and 

cyber threats. This comprehensive approach not only mitigates the risks associated with single-

factor authentication but also instills confidence in securing sensitive data across diverse 

industries, including healthcare, finance, and manufacturing. Moreover, MFA's inherent 

scalability ensures seamless adaptation to increasing user and device volumes, sustaining high 

availability and operational continuity essential for critical applications like urban 

infrastructure management. Its integration into existing authentication infrastructures 

facilitates compliance with stringent regulatory standards, ensuring organizations meet data 

protection requirements without overhauling established systems. Looking forward, ongoing 

advancements in MFA technologies should focus on enhancing user experience through 

intuitive interfaces and streamlined workflows, while also promoting interoperability across 

different platforms and systems. By continuously evolving to address emerging cybersecurity 

challenges, MFA stands poised to uphold the integrity and resilience of digital ecosystems, 
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supporting sustainable growth and innovation in an increasingly interconnected world. 
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