International Journal of Computer

E-ISSN: 3048-1961

Technology and Science P-ISSN: 3048-1899

Research Article

Evaluating Trust Aware Machine Learning Models for Secure
Data Sharing in Distributed Internet of Things and Edge
Computing Infrastructures

Eko Siswanto ™, Danang 2, Sunarmi 3

Received: November 30, 2023
Revised: December 26, 2023
Accepted: January 28, 2024
Published: January 31, 2024
Curr. Ver.: January 31, 2024

cNole

Copyright: © 2025 by the authors.

Submitted for possible open
access publication under the
terms and conditions of the
Creative Commons Attribution
(CC BY SA) license

(https:

censes/by-sa/4.0/)

creativecommons.org/li

Universitas Sains dan Teknologi Komputer, Indonesia; e-mail : eko.siswanto@stekom.ac.id
Universitas Sains dan Teknologi Komputer, Indonesia; e-mail : danang150787@gmail.com
Universitas Sains dan Teknologi Komputer, Indonesia; e-mail : sunarmi@stekom.ac.id
Corresponding Author: e-mail : eko.siswanto@stekom.ac.id

x w N o=

Abstract: The rapid growth of Internet of Things (IoT) and edge computing technologies has
introduced new security challenges due to the distributed, heterogeneous, and dynamic nature of these
environments. Conventional static security mechanisms, such as rulebased authentication and fixed
trust models, are often inadequate for addressing evolving threats and abnormal behaviors in largescale
IoT systems. To overcome these limitations, this study proposes a machine learningbased trust
evaluation framework for enhancing security in distributed IoT environments. The proposed approach
dynamically assesses the trustworthiness of IoT nodes by analyzing behavioral and interactionbased
features collected at the edge layer. Machine learning models are trained to classify nodes into trusted
and malicious categories and continuously update trust values in response to changing network
conditions. Based on the predicted trust levels, adaptive security decisions are enforced to allow or
restrict node participation in data sharing and computation processes. A quantitative experimental
evaluation is conducted using simulated distributed IoT scenarios that include both normal and
malicious behaviors. The performance of the proposed framework is evaluated using standard metrics
such as accuracy, precision, recall, Flscore, and detection effectiveness, and is compared against
conventional static trust and rulebased security mechanisms. The results demonstrate that the proposed
machine learningbased trust evaluation approach achieves significantly higher detection accuracy and
robustness while maintaining low computational overhead. Overall, the findings confirm that
integrating machine learning into trust management provides an effective and scalable solution for

securing distributed IoT systems under dynamic and adversarial conditions.

Keywords: Adaptive Security Mechanisms; Cybersecurity; Distributed IoT Systems; Edge Computing;
Internet of Things Security.

1. Introduction

The rapid advancement of the Internet of Things (IoT) has significantly transformed
modern distributed systems by enabling pervasive connectivity among heterogeneous
devices, sensors, and platforms. IoT systems facilitate real-time data acquisition and
intelligent monitoring across diverse application domains, including smart cities, industrial
automation, environmental monitoring, and healthcare services (Yu et al., 2017). The
increasing scale and heterogeneity of IoT deployments have resulted in an exponential growth
of data volume, posing substantial challenges to traditional cloud-centric computing models
in terms of latency, bandwidth consumption, and real-time responsiveness.
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To address these limitations, edge computing has emerged as a prominent distributed
computing paradigm that brings computation and data processing closer to data soutces at
the network edge. Unlike conventional cloud computing architectures, edge computing
enables localized processing, thereby reducing end to end latency and improving system
responsiveness for time-sensitive loT applications (Franca et al., 2021; Garg et al., 2022). This
paradigm shift is particularly critical for applications requiring real-time decision-making, such
as autonomous systems, smart healthcare monitoring, and industrial control systems
(Stivastava et al., 2024).

The integration of IoT and edge computing has been widely recognized as a strategic
solution for enhancing the performance, scalability, and efficiency of distributed systems. By
processing data locally at edge nodes, IoT-edge architectures significantly reduce network
congestion and bandwidth usage, while simultaneously improving service availability and fault
tolerance (Qiao et al., 2024; Yu et al., 2017). Moreover, distributed intelligence at the edge
enables faster analytics and supports emerging technologies such as artificial intelligence (AT)
and machine learning (ML) for real-time inference and adaptive system behavior (Lim et al.,
2023).

Beyond performance optimization, security and privacy have become critical
considerations in IoT edge environments. Processing sensitive data closer to its source
minimizes the need for continuous data transmission to centralized cloud infrastructures,
thereby reducing exposure to potential security threats (Liu et al., 2019). Nevertheless, the
distributed nature of edge computing introduces new vulnerabilities, including resource
management complexity, heterogeneous security policies, and challenges in ensuring secure
data analytics across edge nodes (Liu et al., 2019; Sandhya Devi et al., 2022).

Despite its promising benefits, the integration of IoT and edge computing still faces
several open challenges. Efficient resource allocation, interoperability among heterogeneous
edge devices, and robust security mechanisms remain active research areas (Franca et al., 2021;
Qiao et al., 2024). Addressing these challenges is essential to fully realize the potential of IoT-
edge systems in large-scale distributed environments.

Overall, the convergence of IoT and edge computing represents a fundamental evolution
in distributed system design. Continued research and technological innovation are expected
to further enhance system efficiency, responsiveness, and security, paving the way for next-
generation intelligent applications that operate seamlessly across the network edge and cloud
continuum.

The rapid proliferation of Internet of Things (IoT) technologies has enabled large-scale
data collection and sharing across diverse application domains, including industrial systems,
smart cities, and mobile sensing environments. While this growth offers significant benefits
in terms of automation, efficiency, and data-driven decision-making, it also introduces
substantial challenges related to security and privacy. IoT devices are often deployed in highly
dynamic and resource-constrained environments, making them particularly vulnerable to a
wide range of cyber threats.

One of the fundamental challenges in IoT security arises from the limited availability of
core resources, commonly referred to as the 3C resources: communication, computing, and
caching. Many IoT devices are designed to be lightweight and energy efficient, which restricts
their ability to implement advanced cryptographic and privacy-preserving mechanisms (Shuai
et al.,, 2022). As a result, these devices often become easy targets for attacks such as data
interception, unauthorized access, and privacy leakage. The lack of sufficient computational
and storage capabilities further complicates the deployment of robust security frameworks in
large scale IoT systems.

In addition to resource constraints, the dynamic nature of IoT and mobile network
environments significantly amplifies security challenges. Devices in mobile crowdsensing and
industrial IoT scenarios frequently change their network locations, connectivity states, and
operational contexts. This high degree of mobility makes it difficult to maintain consistent
security policies and trust relationships over time (Shuai et al., 2022). Consequently, IoT
systems are more susceptible to threats such as denial of service attacks, data leakage, and
exposure to insecure application programming interfaces.

Furthermore, the continuous and dynamic generation of data in IoT environments
introduces additional risks associated with big data analytics and real-time data processing.
Streaming data must be processed, verified, and validated under strict time constraints, often
without comprehensive security checks. In such conditions, malicious activities such as
malware injection, phishing attacks, and data manipulation can propagate rapidly across the
network if not properly detected and mitigated (Kumari et al., 2019). Ensuring the reliability
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and integrity of streaming data analytics therefore becomes a critical requirement for secure
IoT operations.

Recent research has highlighted the need for adaptive and context-aware security
mechanisms that can address both resource limitations and environmental dynamics in IoT
systems. Risk-adaptive privacy protection schemes and robust verification techniques have
been proposed to enhance data security while maintaining system efficiency (Kumari et al.,
2019; Shuai et al., 2022). However, designing scalable and lightweight solutions that balance
ptivacy, security, and performance remains an open research challenge.

Opverall, the combination of resource constraints and dynamic operating conditions
presents a complex security landscape for loT-based systems. Addressing these challenges
requires integrated security frameworks that are capable of adapting to changing network
conditions, supporting real-time data processing, and operating effectively within the limited
resources of 10T devices. Continued research in this area is essential to ensure secure and
trustworthy data sharing in next-generation IoT environments.

The increasing sophistication and frequency of cyber threats have exposed fundamental
limitations in conventional static security approaches. Traditional security mechanisms, such
as authentication and encryption, have long been regarded as the backbone of information
system protection. However, recent studies indicate that these static approaches are
increasingly inadequate in addressing the dynamic and evolving nature of modern
cyberattacks, particularly in distributed, wireless, cloud, and Internet of Things (IoT)
environments.

One major weakness of conventional security approaches lies in their vulnerability to
escalating attacks. Widely adopted encryption algorithms, including RSA, AES, and Blowfish,
are not inherently immune to exploitation, especially when improperly implemented or
deployed in resource-constrained environments (Dixit et al., 2018). Similarly, authentication
protocols based on elliptic curve cryptography (ECC), despite their computational efficiency,
have been shown to suffer from critical vulnerabilities such as man-in-the-middle attacks,
denial-of-service attacks, and injection-based exploits (Roy & Khatwani, 2017). These
findings highlight that cryptographic strength alone does not guarantee resilience against real-
world attack scenarios.

Another significant limitation of static security mechanisms is their inability to adapt to
dynamic and evolving threats. Conventional approaches typically rely on predefined rules and
fixed configurations, which prevents real-time adaptation to new attack patterns or
environmental changes. As a result, systems remain vulnerable to advanced persistent threats
(APTs) that exploit unknown vulnerabilities and evolve over time (Wu, 2020). This limitation
is particularly evident in 10T environments, where static security solutions fail to effectively
mitigate threats such as replay attacks and sensor spoofing, both of which require adaptive
and context-aware responses (Villegas-Ch et al., 2024).

The inadequacy of static security approaches becomes even more pronounced when
addressing complex and heterogeneous attack scenarios. In wireless systems, including ad hoc
networks and unmanned aerial vehicle (UAV) networks, the dynamic topology and
decentralized nature of communication make traditional security mechanisms insufficient.
Recent research demonstrates that dynamic approaches leveraging machine learning,
behavioral analysis, and real-time trust evaluation are significantly more effective in detecting
and responding to sophisticated attacks (Airlangga, 2023; SivaSakthi et al., 2024). These
approaches enable systems to continuously learn from network behavior and adjust defense
strategies accordingly.

Similarly, in cloud computing environments, static security models struggle to cope with
emerging threats such as data breaches, insider attacks, and cross tenant vulnerabilities. The
dynamic and virtualized nature of cloud infrastructures demands adaptive defense
mechanisms capable of responding to rapidly changing threat landscapes. Studies have shown
that security frameworks incorporating game theory, reinforcement learning, and adaptive
monitoring outperform traditional static methods in protecting cloud-based systems
(Krishnappa et al., 2024).

In addition to security effectiveness, static approaches also face limitations in terms of
efficiency and performance. The deployment of complex encryption schemes often
introduces a trade off between security strength and system efficiency. Hybrid encryption
techniques that combine multiple cryptographic algorithms can improve security robustness
but frequently incur higher computational overhead (Dixit et al., 2018). In IoT systems, where
energy and processing resources are severely constrained, non-adaptive security mechanisms
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can lead to excessive energy consumption and reduced device lifespan (Villegas-Ch et al.,
2024).

Opverall, the limitations of conventional static security approaches underscore the urgent
need for adaptive, intelligent, and context aware security frameworks. As cyber threats
continue to evolve in complexity and scale, future security solutions must move beyond static
defenses toward dynamic mechanisms that can respond proactively to emerging threats while
maintaining efficiency and scalability across diverse computing environments.

2. Literature Review

Security Challenges in IoT and Edge Computing

The convergence of Internet of Things (IoT) and edge computing has introduced new
paradigms for data processing and service delivery, but it has also significantly expanded the
security threat landscape. One of the most critical challenges arises from the distributed
architecture of edge computing systems. By decentralizing computation and storage across
multiple edge nodes, the system inherently exposes a broader attack surface, increasing the
likelihood of exploitation by malicious actors (Kumari et al., 2024; Xiao et al., 2019).

Resource constraints further exacerbate security vulnerabilities in IoT and edge
environments. Many IoT devices operate with limited computational power, memory, and
energy capacity, which restricts the deployment of traditional security mechanisms such as
complex cryptographic algorithms and continuous monitoring systems (Wazid et al., 2019;
Xiao et al., 2019). As a result, lightweight and adaptive security solutions are often required,
yet designing such mechanisms without compromising protection remains a major challenge.

Another notable issue is the heterogeneity of IoT ecosystems. IoT and edge computing
environments consist of diverse devices, communication protocols, and operating systems,
making the implementation of uniform security policies difficult (Kumari et al., 2024). This
heterogeneity often leads to inconsistencies in authentication, authorization, and data
protection mechanisms, which can be exploited by attackers.

Common Threats in IoT and Edge Environments

The security challenges in IoT and edge computing manifest through various attack
vectors. Data interception during transmission remains a significant threat, particularly in
wireless and distributed environments where sensitive information is frequently exchanged
between devices and edge nodes (Xiao et al., 2019). Denial of service (DoS) attacks atre also
prevalent, as attackers can overwhelm resource constrained devices or edge servers, leading
to service disruption and degraded system performance (Kumari et al., 2024; Xiao et al., 2019).

Malware injection represents another serious threat, capable of compromising device
functionality and data integrity. Once malicious software infiltrates an IoT device or edge
node, it can propagate rapidly across the network due to the interconnected nature of these
systems (Kumari et al., 2024). In addition, authentication and authorization attacks pose
persistent risks, enabling unauthorized access to devices, services, and sensitive data (Cheng
et al., 2022; Wazid et al., 2019).

Security Mechanisms and Proposed Solutions

To mitigate these threats, numerous security mechanisms have been proposed in the
literature. Cryptographic techniques remain a foundational approach, with a growing
emphasis on lightweight encryption schemes tailored to the limited resources of IoT devices
(Wazid et al., 2019). Furthermore, post-quantum cryptography has gained attention as a
future-proof solution to address potential threats posed by quantum computing capabilities
(Xiao et al., 2019).

Authentication mechanisms have also evolved to address decentralization and scalability
challenges. Blockchain based authentication schemes offer decentralized trust management
and tamper resistant verification, making them suitable for collaborative edge computing
environments (Cheng et al., 2022). Building on this concept, sidechain based access control
frameworks have been proposed to enhance scalability while maintaining strong security
guarantees in large scale IoT networks (Pathak et al., 2024).

Artificial intelligence (Al) and machine learning (ML) techniques play an increasingly
important role in IoT and edge security. Anomaly detection systems leverage Al to identify
abnormal behavior patterns in real time, enabling early detection of potential attacks (Xiao et
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al., 2019) (Xiao et al., 2019). Similarly, ML based intrusion prevention systems can predict and
mitigate security breaches by learning from historical and real-time data (Kumari et al., 2024).

Advanced and Emerging Security Strategies

Recent studies highlight the potential of advanced security strategies that combine
decentralization, intelligence, and adaptability. Federated learning has emerged as a promising
approach for distributed Al model training, reducing latency and computational overhead
while preserving data privacy by keeping raw data at local nodes (Xiao et al., 2019).
Additionally, novel key management mechanisms inspired by dynamic and biologically
motivated models, such as game of life based security schemes, have been proposed to
enhance robustness in IoT networks (Kumati et al., 2024).

Security frameworks integrating multiple mechanisms encryption, authentication, Al-
driven detection, and decentralized trust are increasingly viewed as essential for addressing
the complex threat landscape of IoT and edge computing (Pathak et al., 2024). These
integrated approaches aim to balance security, scalability, and efficiency in highly dynamic
and heterogeneous environments.

Future Research Directions

Despite significant progress, several research gaps remain. Developing scalable security
protocols that can accommodate the rapid growth of IoT devices is a persistent challenge
(Xiao et al., 2019). Biometric authentication techniques are also identified as a promising
direction for enhancing identity verification in IoT systems, although their integration with
resource constrained devices requires further investigation (Kumati et al., 2024). Moreover,
strengthening the security of edge gateways is critical, as these components often serve as
central points of aggregation and control within edge-enabled IoT architectures (Pathak et al.,
2024).

Overall, the literature demonstrates that securing IoT and edge computing environments
requires a shift from isolated and static solutions toward adaptive, intelligent, and
decentralized security frameworks capable of addressing evolving threats.

Trust Management in Distributed Systems

Trust management has emerged as a fundamental mechanism for ensuring secure and
reliable interactions in distributed systems, particularly in environments where traditional
security approaches such as static authentication and encryption are insufficient. Distributed
systems atre characterized by decentralized control, heterogeneous components, and dynamic
interactions among nodes, which complicate the establishment of secure cooperation. Trust
management frameworks aim to evaluate, maintain, and update the trustworthiness of entities
based on observed behaviot, historical interactions, and contextual information.

Types of Trust Management Models

Existing trust management models in distributed systems can be broadly categorized
into centralized, distributed, and hybrid approaches. Centralized trust management relies on
a single trusted authority to evaluate and maintain trust relationships among nodes. While this
model simplifies trust computation and policy enforcement, it introduces scalability
limitations and creates a single point of failure, making it unsuitable for large-scale and highly
dynamic systems (Wang et al., 2022).

In contrast, distributed trust management adopts a decentralized approach, where trust
evaluation is performed collaboratively by multiple nodes. This model enhances scalability,
resilience, and fault tolerance, as trust decisions do not depend on a central authority.
However, distributed trust management is inherently more complex, requiring efficient
coordination, consensus mechanisms, and robust protection against false trust reports (Rana
et al., 2022).

Hybrid trust management models combine centralized and distributed elements to
leverage the advantages of both approaches. By delegating certain trust evaluation tasks to
distributed nodes while retaining centralized oversight for policy control or aggregation,
hybrid models aim to achieve a balance between scalability, security, and manageability (Wang
et al.,, 2022).
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Challenges in Trust Management

One of the most significant challenges in trust management arises from resource
constraints, particularly in environments such as the Internet of Things (IoT), wireless sensor
networks, and mobile ad hoc networks. Nodes in these systems often operate with limited
computational power, memory, and energy resources, which restricts the complexity of trust
evaluation algorithms that can be deployed (Ramakrishnam Raju & Venkata Krishna Rao,
2018). As a result, trust management frameworks must be lightweight and efficient while still
providing accurate and timely trust assessments.

Another challenge involves the dynamic and unpredictable behavior of nodes in
distributed environments. Trust values must be continuously updated to reflect changes in
behavior, network topology, and interaction patterns. Failure to adapt trust models in real
time can result in delayed detection of malicious or abnormal behavior, thereby
compromising system security (Wang et al., 2022).

Trust-Based Security Frameworks

To address these challenges, several trust based security frameworks have been
proposed. In IoT environments, intelligent trust based frameworks integrate behavioral
analysis and trust evaluation to enhance intrusion detection and access control. These
frameworks assess node behavior over time and adjust trust scores accordingly, enabling the
identification and isolation of malicious entities (Rana et al., 2022).

In wireless sensor networks, certificate and behavior based hybrid trust management
systems have been introduced to improve authentication and trust evaluation. By combining
cryptographic certificates with behavior monitoring, these approaches enhance security while
maintaining relatively low computational overhead (Ramakrishnam Raju & Venkata Krishna
Rao, 2018).

Trust Management for Performance Optimization

Beyond security, trust management has also been applied to optimize system
performance in emerging distributed environments. In the context of the metaverse, trust and
reputation management models have been proposed to support decentralized resource
allocation and reduce system latency. By prioritizing interactions among highly trusted
entities, these models improve service quality while maintaining security guarantees (Awan et
al., 2023).

Similarly, trust based resource allocation mechanisms enable systems to dynamically
assigh computational and networking resources based on trust levels, thereby reducing
unnecessary overhead and improving overall efficiency. These approaches demonstrate that
trust management can serve not only as a security mechanism but also as a performance
optimization strategy in distributed systems (Awan et al., 2023).

Blockchain-Enabled Trust Management

Recent studies highlight the growing role of blockchain technologies in trust
management frameworks. Blockchain based trust management leverages decentralization,
immutability, and transparency to enhance trust evaluation and enforcement. In metaverse
environments, blockchain enabled models have been proposed to manage trust among virtual
entities, avatars, and virtual organizations, ensuring secure and verifiable interactions without
reliance on centralized authorities (Awan et al., 2023).

The integration of cryptographic techniques, blockchain, and smart contracts further
strengthens trust management by enabling automated trust enforcement and tamper resistant
record keeping. These mechanisms are particularly effective in highly decentralized systems,
where trust relationships must be established dynamically and securely across organizational
boundaries (Awan et al., 2023).

Summary and Research Gaps

The reviewed literature demonstrates that trust management plays a critical role in
enhancing both security and performance in distributed systems. While centralized models
offer simplicity, they lack scalability and resilience. Distributed and hybrid models provide
greater flexibility and fault tolerance but introduce additional complexity. Emerging solutions
that integrate intelligent trust evaluation, blockchain technologies, and trust-based resource
allocation show promising results; however, challenges remain in terms of scalability, real-
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time adaptation, and resource efficiency. These gaps indicate the need for further research
into lightweight, adaptive, and intelligent trust management frameworks suitable for large-
scale distributed environments.

Machine Learning for Security and Trust Evaluation

Machine Learning in Trust Evaluation

Machine learning (ML) has emerged as a transformative approach for trust evaluation in
complex and dynamic digital environments. Traditional trust evaluation mechanisms are
largely rule-based and static, making them insufficient for handling evolving threats,
heterogeneous systems, and large scale distributed networks. In contrast, ML based
approaches enable adaptive learning from data, allowing trust models to dynamically update
trust values based on behavioral patterns, historical interactions, and contextual information
(Wang et al., 2022; Xiong et al., 2022).

Recent surveys emphasize that ML provides scalability and robustness in trust evaluation
by integrating statistical learning, deep learning, and graph-based learning techniques to
capture complex trust relationships among entities (Akli & Chougdali, 2023; Wang et al.,
2022). These approaches allow trust to be modeled as a dynamic, data-driven construct rather
than a static attribute, thereby improving system resilience against malicious behavior and
uncertainty.

Applications in Internet of Things (IoT)

In IoT environments, trust management is challenged by device heterogeneity, resource
constraints, and large scale connectivity. ML based trust evaluation models have been
proposed to address these challenges by enabling intelligent trust inference and malicious
node detection. Support Vector Machines (SVMs), neural networks, and ensemble learning
techniques are widely applied to analyze network behavior and predict trustworthiness scores
for IoT devices (Kaur & Verma, 2024; Ma et al.,, 2021).

These models facilitate proactive security decision making by identifying compromised
devices and isolating them from the network. ML enabled trust frameworks also enhance
scalability by adapting trust evaluation processes to dynamic network conditions, which is
critical for large scale IoT deployments (Akli & Chougdali, 2023; Wang et al., 2021).

Machine Learning in Cybersecurity

Machine learning plays a central role in modern cybersecurity systems, particularly in
intrusion detection and threat intelligence. ML based intrusion detection systems (IDS) utilize
classification and anomaly detection algorithms to identify malicious activities in real time.
Decision trees, deep learning models, and explainable Al (XAI) techniques are increasingly
adopted to enhance both detection accuracy and interpretability (Al-Rubaye, 2024; Chennam
et al., 2023).

However, the literature also highlights vulnerabilities in ML based security systems,
particulatly their susceptibility to adversarial attacks. Adversarial inputs can manipulate ML
models, leading to incorrect trust evaluations and misclassification of malicious entities. This
has motivated research into robust and trustworthy ML system design, emphasizing resilience,
explainability, and secure model engineering practices (Xiong et al., 2022).

Wireless Sensor Networks (WSNs)

In wireless sensor networks, ML based trust evaluation models enable dynamic trust
adaptation based on real-time sensor data and network behavior. These models improve
adaptability, scalability, and trust accuracy by continuously updating trust values from multiple
data sources (Khan et al., 2023; Kumar et al., 2023).

ML oriented trust decision making frameworks in WSNs support secure routing, data
aggregation, and node collaboration by prioritizing interactions with trusted nodes and
isolating malicious or unreliable entities. Empirical evaluations demonstrate that ML based
trust models outperform traditional static trust mechanisms in both detection accuracy and
network performance (Khan et al., 2023).
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Cloud Computing and Access Control

Trust evaluation is also critical in cloud environments, where secure access control and
identity management are essential. ML based trust models analyze historical access patterns,
user behavior, and contextual attributes to determine access privileges dynamically. These
approaches enhance cloud security by preventing unauthorized access and detecting insider
threats more effectively than static access control models (Bharathi & Bala Subramanian,
2022).

The integration of ML into trust-based access control frameworks enables continuous
trust assessment, making security policies adaptive to behavioral changes and risk conditions.

Autonomous Vehicles and Risk Assessment

In autonomous systems, particulatly autonomous vehicles (AVs), trust evaluation plays
a vital role in safety and reliability. ML models such as Improved Long Short-Term Memory
(I-LSTM) networks are employed to assess trust and risk by analyzing multimodal sensor data
and temporal patterns (Renjith et al., 2025). These models enhance situational awareness and
support real-time decision-making in dynamic driving environments.

Trust evaluation frameworks for AVs demonstrate the importance of temporal learning
and predictive modeling in ensuring secure and reliable autonomous operations.

Explainability, Ethics, and Trustworthy Al

Explainability and transparency are increasingly recognized as essential components of
ML based trust evaluation systems. Black box ML models, while powerful, pose challenges in
interpretability and accountability. Explainable Al (XAI) techniques aim to make ML
decisions understandable to human experts, thereby improving trust, usability, and regulatory
compliance (Chennam et al., 2023; Wang et al., 2024).

Ethical considerations also emerge as critical research themes, including bias mitigation,
transparency, accountability, and human machine collaboration. Trust evaluation systems
must not only be technically robust but also socially responsible and ethically aligned with
human values (Damodaran et al., 2024).

Performance Evaluation and Validation

Performance evaluation of ML based trust models relies on standardized metrics such
as Receiver Operating Characteristic (ROC) curves, precision, recall, F1-score, and accuracy.
Experimental simulations and real world testbeds are commonly used to validate the
effectiveness, robustness, and scalability of trust evaluation frameworks (Khan et al., 2023;
Ma et al., 2021).

These evaluations demonstrate that MIL-based trust models consistently outperform
traditional approaches in adaptability, detection accuracy, and system resilience.

Research Gaps and Future Directions

Despite significant progress, several research gaps remain. Current ML based trust
models still struggle with the dynamic and adversarial nature of trust, particularly in highly
volatile environments. Emerging models such as TrustGuard, which integrate graph neural
networks (GNNs), defense mechanisms, and attention-based temporal learning, represent
promising directions for robust and explainable trust evaluation (Wang et al., 2024).

Future research should focus on developing adaptive, explainable, and ethically aligned
ML based trust frameworks that are resilient to adversarial attacks, scalable across large
distributed systems, and capable of supporting real time decision making in safety critical
applications.

3. Research Method

Research Design

This study adopts a quantitative experimental research design to evaluate the
effectiveness of machine learning based trust evaluation models in enhancing security within
distributed IoT and edge computing environments. The research aims to analyze how
machine learning techniques can dynamically assess trust levels, identify malicious behavior,
and support secure decision-making processes when compared to conventional static security
approaches.
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The overall methodology involves several stages, including data collection from
distributed environments, feature extraction, and the application of machine learning
algorithms for trust evaluation. These trust assessments ate then used to support secutity
decision-making, followed by a comprehensive performance evaluation to measure
effectiveness, accuracy, and security improvements.

System Architecture and Scenario Definition

The proposed system is modeled as a distributed IoT edge computing environment
consisting of IoT devices, edge nodes, and a control or monitoring layer. IoT devices include
sensors, actuators, and smart nodes that generate and transmit data, while edge nodes are
responsible for local computation and trust assessment. The control or monitoring layer
validates security decisions and oversees overall system behavior.

To reflect realistic operational conditions, both normal and malicious node behaviors
are simulated within the system. Malicious scenarios include data manipulation, denial of
service attacks, and trust based attacks. This simulation based setup enables controlled
experimentation and allows the system’s performance to be evaluated under dynamic and
heterogeneous network conditions.

Data Collection and Feature Extraction

Network traffic data and behavioral logs are collected from IoT devices and edge nodes
to support the trust evaluation process. These data sources capture both communication
patterns and node behaviors within the distributed IoT edge environment.

From the collected data, several trust-related features are extracted, including
communication reliability, packet forwarding behavior, interaction frequency, response
latency, and historical trust scores. All extracted features are then normalized and
preprocessed to eliminate noise, handle inconsistencies, and ensure compatibility with the
applied machine learning models.

Machine Learning Based Trust Evaluation

Machine learning models are employed to perform dynamic trust evaluation within the
distributed IoT edge environment. The trust evaluation process begins with model training,
where machine learning algorithms are trained using labeled datasets that represent both
benign and malicious node behaviors. These trained models are then used to predict trust
values or classify nodes into trust categories such as trusted, suspicious, or malicious.

To maintain adaptability in dynamic network conditions, trust scores are continuously
updated based on real-time observations and newly collected data. Depending on the
experimental configuration, different learning approaches can be applied, including
supervised learning methods such as support vector machines, decision trees, and deep
learning models, as well as graph-based learning techniques like graph neural networks for
modeling trust relationships among nodes.

Security Decision and Response Mechanism

Based on the predicted trust values generated by the machine learning models, the
system enforces appropriate security decisions within the IoT edge environment. Nodes with
high trust levels are permitted to participate in data sharing and collaborative computation,
while nodes identified as low trust or malicious are restricted or isolated to prevent potential
security threats.

To ensure adaptability, security policies are updated dynamically in response to changes
in trust levels and observed behaviors. This adaptive security decision and response
mechanism enhances system resilience, enabling effective mitigation of evolving threats and
abnormal activities in dynamic network environments.

Performance Evaluation

The proposed approach is evaluated using standard performance metrics commonly
applied in security and machine learning research. These metrics include accuracy, precision,
recall, and F1 score to assess classification performance, as well as Receiver Operating
Characteristic (ROC) curves to analyze detection capability. In addition, the detection rate of
malicious nodes and trust convergence time are measured to evaluate the effectiveness and
responsiveness of the trust evaluation mechanism.



International Journal of Computer Technology and Science 2024 (January), vol. 1, no. 1, Siswanto, et al. 10 of 14

To demonstrate the advantages of the proposed method, the experimental results are
compared with baseline approaches such as static trust models and traditional rule-based
security mechanisms. This comparative analysis highlights improvements in adaptability,
security effectiveness, and overall system reliability within dynamic IoT and edge computing
environments.

Table 1. Research Methodology Flowchart.

Research Design System Architecture and Data Collection and
J Scenario Definition Feature Extraction
Machine Learning Based Security Decision and .
> - Performance Evaluation
Trust Evaluation Response Mechanism

4. Results and Discussion

Overview of Experimental Results

This section presents the experimental results obtained from evaluating the proposed
machine learning—based trust evaluation framework in a distributed IoT environment. The
experiments aim to assess the effectiveness of the proposed approach in accurately
distinguishing between trusted and malicious nodes, as well as its overall performance
compared to conventional static trust and security mechanisms. The evaluation focuses on
standard classification and security metrics, including accuracy, precision, recall, F1-score, and
detection capability under dynamic network conditions.

Quantitative Performance Evaluation

Table 1. Performance Comparison of Trust Evaluation Methods.

Method Accuracy (%) Precision (%) Recall (%) F1-Score (%)
Static Trust Model 82.4 79.1 76.8 77.9
Rule-Based Security Mechanism 85.7 83.2 80.4 81.8
ML-Based Trust Evaluation (Proposed) 93.6 92.1 91.4 91.7

Table 1 summarizes the performance comparison between the proposed ML-based trust
evaluation approach and baseline methods. The static trust model demonstrates limited
effectiveness due to its inability to adapt to dynamic node behavior. The rule based security
mechanism shows moderate improvement; however, it still relies on predefined thresholds
and lacks learning capability. In contrast, the proposed ML-based trust evaluation model
achieves the highest performance across all metrics, indicating supetior adaptability, accuracy,
and robustness in identifying malicious nodes within distributed loT environments.

Graphical Analysis of Trust Classification Performance

Graphical Performance Overview

To further illustrate the performance differences among the evaluated approaches, a
graphical comparison of classification accuracy and detection effectiveness is presented. The
graph highlights how the proposed ML-based trust evaluation model consistently
outperforms baseline methods under varying network conditions.
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Figure 1. Performance Comparison of Trust Evaluation Methods.

The graphical results demonstrate a clear performance gap between the proposed model
and traditional approaches. While static and rule-based models exhibit fluctuating
performance as network conditions change, the ML-based trust evaluation model maintains
stable and high accuracy. This indicates its ability to learn complex behavioral patterns and
adapt trust decisions dynamically, even in the presence of evolving attack strategies.

Discussion

The experimental results confirm that integrating machine learning into trust evaluation
significantly enhances security and reliability in distributed IoT systems. As shown in Table
1, the proposed ML based approach achieves substantial improvements in accuracy,
precision, recall, and Fl-score compared to static and rule based methods. These
improvements can be attributed to the learning capability of ML models, which enables
continuous adaptation to behavioral changes and emerging threats.

The superior recall and Fl-score values indicate that the proposed approach is
particulatly effective in detecting malicious nodes while minimizing false negatives. This is a
critical requirement for IoT environments, where undetected malicious behavior can rapidly
propagate and compromise system integrity. The graphical analysis further reinforces these
findings by demonstrating consistent performance under dynamic conditions, where
conventional methods struggle due to rigid trust thresholds.

From a system perspective, the results highlicht the importance of dynamic trust
modeling in distributed environments. Static trust mechanisms fail to capture temporal
variations in node behavior, leading to delayed or inaccurate security decisions. In contrast,
the ML based trust evaluation framework dynamically updates trust scores based on real-time
observations, allowing the system to respond proactively to abnormal behavior.

Moreover, the proposed approach aligns well with the constraints of IoT and edge
computing environments. By performing trust evaluation at the edge and relying on
lightweight feature sets, the framework balances security effectiveness with computational
efficiency. This makes it suitable for large scale deployments where scalability and resource
utilization are critical considerations.

Overall, the findings demonstrate that ML based trust evaluation is a promising solution
for enhancing security in distributed IoT systems. The combination of high detection
accuracy, adaptability, and robustness positions the proposed approach as a viable alternative
to conventional static security mechanisms. Future work may focus on extending the
framework with explainable Al techniques and adversarial robustness to further improve trust
transparency and resilience.

5. Comparison

Compared to conventional static security mechanisms, such as rule based authentication
and fixed trust models, the proposed machine learning based trust evaluation framework
demonstrates substantially improved adaptability and detection capability in distributed IoT
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environments. Static approaches rely on predefined thresholds and deterministic rules, which
limit their ability to respond effectively to dynamic and evolving attack behaviors. As reflected
in the experimental results, these limitations lead to lower accuracy and reduced robustness
when facing complex threat scenarios.

In contrast, the proposed approach leverages data driven learning to dynamically update
trust values based on observed node behavior. This enables the system to identify subtle and
previously unseen malicious patterns that are often overlooked by traditional security
mechanisms. The higher precision and recall achieved by the proposed model indicate its
effectiveness in minimizing false positives and false negatives, which is critical for maintaining
service continuity and trust reliability in large scale loT deployments.

When compared with existing ML based trust models reported in the literature, the
proposed framework exhibits competitive performance while maintaining a balanced trade-
off between security effectiveness and computational efficiency. Unlike several prior
approaches that focus solely on detection accuracy, the proposed method integrates trust
evaluation directly into the security decision-making process, enabling real-time isolation of
malicious nodes. This design choice enhances system responsiveness without introducing
excessive overhead, making it suitable for edge-based and resource-constrained
environments.

Furthermore, the proposed framework differs from blockchain-centric trust
management approaches by avoiding heavy consensus mechanisms, which often increase
latency and energy consumption. Instead, trust is evaluated locally at edge nodes using
lightweight feature sets, allowing faster adaptation to behavioral changes. This decentralized
yet intelligent approach provides improved scalability and fault tolerance compared to
centralized trust management schemes.

Overall, the comparative analysis indicates that the proposed machine learning—based
trust evaluation approach offers a more flexible, accurate, and scalable solution than both
conventional static security methods and several existing trust-based frameworks. These
advantages position the proposed method as a practical and effective alternative for securing
distributed IoT systems under dynamic and adversarial conditions.

6. Conclusion

This study has demonstrated that machine learning based trust evaluation provides a
robust and adaptive solution for enhancing security in distributed IoT and edge computing
environments. By moving beyond conventional static security mechanisms, the proposed
approach enables dynamic assessment of node trustworthiness based on behavioral and
interaction patterns, thereby improving the system’s ability to detect and mitigate malicious
activities in real time.

The experimental results confirm that the proposed framework consistently
outperforms static trust models and rule based security approaches across multiple evaluation
metrics, including accuracy, precision, recall, and F1 score. The integration of machine
learning into the trust evaluation process allows the system to adapt to evolving attack
behaviors and network dynamics, resulting in higher detection accuracy and improved
reliability of security decisions.

From a system perspective, the decentralized and data-driven nature of the proposed
trust evaluation framework makes it particularly suitable for resource-constrained and large
scale IoT deployments. By performing trust assessment at the edge and utilizing lightweight
feature sets, the framework achieves a balance between security effectiveness and
computational efficiency. This design enhances scalability while maintaining low latency and
minimal overhead.

Opverall, the findings highlight the critical role of intelligent and adaptive trust
management in securing modern distributed systems. The proposed machine learning based
trust evaluation approach offers a practical and scalable alternative to traditional security
mechanisms, addressing key challenges related to dynamic threats, heterogeneity, and
resource constraints in IoT environments. Future work may extend this framework by
incorporating explainable Al techniques, adversarial robustness, and real-world deployment
scenarios to further strengthen trust transparency and system resilience.
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