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Abstract. The rapid growth of digital technologies has significantly increased the complexity and frequency of
cyber threats, making network security a critical concern in modern information systems. Traditional security
approaches, such as rule-based and signature-based systems, are often limited in detecting sophisticated and
unknown attacks. Therefore, this study proposes an Anomaly-Based Intrusion Detection System (AbIDS) utilizing
machine learning and deep learning techniques to enhance detection capabilities. The research adopts a Design
Science Research approach, involving stages of problem identification, data collection, preprocessing, model
development, system implementation, and evaluation. Several models, including Decision Tree (DT), Support
Vector Machine (SVM), Convolutional Neural Network (CNN), and Long Short-Term Memory (LSTM), are
implemented and compared. The results indicate that deep learning models, particularly LSTM and CNN,
outperform traditional machine learning methods in terms of accuracy, precision, recall, and F1-score, while
maintaining a lower false positive rate. Additionally, the integration of incremental learning enables the system
to adapt to new attack patterns without requiring complete retraining, improving scalability and real-time
performance. Despite the promising results, challenges such as computational complexity and false positives
remain. Overall, the proposed IDS model demonstrates strong potential as an effective and adaptive solution for
enhancing network security in dynamic environments.
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1. INTRODUCTION

In the rapidly evolving digital era, network security has become a critical aspect of
maintaining the integrity and reliability of information systems. The widespread adoption of
technologies such as the Internet, cloud computing, and big data has accelerated digital
transformation across various sectors. However, this advancement has also significantly
increased the exposure to cybersecurity threats, both in terms of frequency and complexity,
requiring more intelligent and adaptive security mechanisms [1]. Along with technological
advancements, cyberattacks have become more sophisticated, including polymorphic malware,
distributed denial-of-service (DDoS) attacks, and zero-day exploits. These types of attacks are
increasingly difficult to detect using traditional security approaches. Conventional systems,
such as firewalls and rule-based detection mechanisms, rely heavily on predefined signatures
and rules, which limits their ability to identify novel or evolving threats. Furthermore, these
approaches are generally reactive in nature, making them less effective in proactively
mitigating emerging cyber threats [2], [3].

To address these limitations, there is a growing need for more advanced and adaptive
intrusion detection mechanisms. One promising solution is the implementation of Intrusion
Detection Systems (IDS) based on machine learning techniques. Machine learning enables

systems to automatically learn patterns from network traffic data and detect anomalies that may
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indicate malicious activities. This approach improves detection accuracy and reduces false
positive rates compared to traditional methods [4], [5]. Moreover, machine learning-based IDS
can identify previously unknown attacks through anomaly detection techniques, providing a
significant advantage in dynamic and evolving network environments. Various machine
learning algorithms, such as decision trees, support vector machines, and neural networks, have
demonstrated strong performance in enhancing intrusion detection capabilities [2], [6].

Despite its advantages, the implementation of machine learning in intrusion detection
systems presents several challenges, particularly in achieving real-time detection. These
challenges include the need for high-quality training data, scalability to handle large volumes
of network traffic, and robustness against adversarial attacks. Additionally, processing speed
becomes a critical factor to ensure timely responses to potential threats [1], [7].

Given the increasing complexity of cyber threats and the limitations of traditional
security systems, the development of a machine learning-based intrusion detection system that
is accurate, adaptive, and capable of real-time operation has become an urgent necessity.
Therefore, this study focuses on designing and evaluating a machine learning-based intrusion

detection model to enhance network security in modern digital environments.

2. LITERATURE REVIEW
Basic Concepts of Network Security

Network security is a fundamental aspect of modern information systems, focusing on
protecting data and network infrastructure from unauthorized access, misuse, and cyber threats.
It involves the implementation of policies, technologies, and management practices to ensure
data confidentiality, integrity, and availability. According to Ali et al., (2024) , network security
encompasses both hardware and software mechanisms, including firewalls, intrusion detection
systems (IDS), and cryptographic techniques, to safeguard data during transmission. Similarly,
Nithya et al., (2019) emphasize the role of cryptographic algorithms in securing
communication channels and preventing data breaches.

In practice, network security management requires continuous monitoring and control
of network traffic by administrators in both public and private network environments. Security
mechanisms are designed not only to prevent attacks but also to detect and respond to
suspicious activities in real time. Abdulkadhim & Hasan, (2021) highlight that integrating
multiple security layers can significantly enhance network performance and resilience against

cyber threats.
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Types of Network Attacks

With the rapid advancement of digital technologies, various types of network attacks
have emerged, posing significant challenges to cybersecurity. One of the most common types
is Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) attacks, which aim to
overwhelm a server or network with excessive traffic, rendering services unavailable. These
attacks are often executed using botnets, which are networks of compromised devices
controlled by attackers [11].

Another major category of threats is malware, which includes viruses, worms,
ransomware, and trojans. These malicious programs are designed to disrupt system operations,
steal sensitive data, or gain unauthorized access to networks. According to Alshamsi et al.,
(2024), malware attacks have become increasingly sophisticated, especially in smart
environments such as smart homes and Internet of Things (IoT) ecosystems.

In addition to technical attacks, social engineering remains a significant cybersecurity
threat. This type of attack manipulates individuals into revealing confidential information or
granting unauthorized access, often through deception or psychological tactics. As noted by
Aslan et al., (2023), social engineering exploits human vulnerabilities rather than technical
weaknesses, making it particularly challenging to mitigate. Furthermore, the proliferation of
IoT devices has introduced new security challenges. [oT networks are often targeted by attacks
such as phishing, DoS, and zero-day exploits due to their limited security capabilities and
heterogeneous nature. These vulnerabilities make IoT systems attractive targets for
cybercriminals [12].

Prevention and Security Measures

To mitigate the risks associated with network attacks, various preventive measures and
security strategies have been developed. One of the primary defenses is the use of firewalls and
intrusion detection systems (IDS), which monitor network traffic and identify suspicious
activities. Modern IDS solutions, such as those based on Suricata, are capable of detecting and
isolating threats in real time, thereby enhancing network security [13].

Cryptographic techniques also play a crucial role in securing data transmission.
Encryption algorithms ensure that sensitive information remains confidential and protected
from unauthorized access. As highlighted by [9], cryptographic models are essential for
maintaining data integrity and confidentiality in network communications.

Another important aspect of network security is user awareness and training. Human
error is often a major factor in successful cyberattacks, particularly in cases involving phishing

and social engineering. Educating users about cybersecurity best practices can significantly
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reduce the likelihood of such attacks [11]. In addition, implementing a multi-layered security
approach that combines technical solutions with organizational policies is considered an
effective strategy. This approach enhances the overall security posture by addressing both
technological and human-related vulnerabilities [10].

Intrusion Detection System (IDS): Overview, Types, and Analysis

Definition of Intrusion Detection System

An Intrusion Detection System (IDS) is a hardware or software solution designed to
monitor network or system activities in order to detect malicious behavior or violations of
security policies. The primary objective of an IDS is to identify, track, and report suspicious
activities so that preventive actions can be taken to minimize the impact of potential
cyberattacks. IDS can be deployed in different forms, including Network-based Intrusion
Detection Systems (NIDS), which monitor network traffic, and Host-based Intrusion Detection
Systems (HIDS), which focus on activities within individual devices or hosts [14].

In modern cybersecurity frameworks, IDS plays a critical role as a defensive
mechanism that complements other security tools such as firewalls and encryption systems.
With the increasing complexity of cyber threats, IDS technologies have evolved to incorporate
advanced data processing and machine learning techniques to improve detection capabilities
[15].

Types of IDS: Signature-Based vs Anomaly-Based

Intrusion Detection Systems can generally be classified into two main categories:
signature-based IDS (SbIDS) and anomaly-based IDS (AbIDS). Signature-based IDS detects
attacks by comparing observed network traffic against a database of known attack signatures.
This method is highly effective in identifying previously known threats with high accuracy.
However, its major limitation lies in its inability to detect new or unknown attacks, including
zero-day exploits, as it relies solely on predefined patterns [16].

On the other hand, anomaly-based IDS utilizes machine learning and statistical
techniques to establish a baseline of normal system behavior. Any deviation from this baseline
is flagged as a potential intrusion. This approach is particularly suitable for detecting novel and
evolving threats in dynamic network environments. Research by Laghrissi et al., (2021)
demonstrates that advanced models such as Long Short-Term Memory (LSTM) can effectively
capture temporal patterns in network traffic, improving anomaly detection performance.

Despite its advantages, anomaly-based IDS also presents several challenges. One of the
primary issues is the high rate of false positives, which can overwhelm security analysts and

reduce system reliability. Additionally, anomaly-based systems typically require substantial
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computational resources and large volumes of training data to achieve optimal performance
[15], [16].
Strengths and Limitations of IDS

Overall, IDS provides significant benefits in enhancing network security. One of its key
strengths is its ability to be integrated with machine learning algorithms, enabling more
adaptive and intelligent threat detection. Techniques such as Convolutional Neural Networks
(CNN) and Deep Neural Networks (DNN) have been widely used to improve detection
accuracy and classification performance in IDS applications [18], [19]. Furthermore, feature
selection techniques play an important role in improving IDS efficiency by reducing data
dimensionality and enhancing classification accuracy. Heryanto et al., (2022) highlight that
correlation-based feature selection methods can significantly improve the detection
performance while reducing computational complexity.

However, IDS also has several limitations. One of the major challenges is the
occurrence of false positives and false negatives, which can affect the reliability of the system.
False positives may lead to unnecessary alerts, while false negatives can result in undetected
attacks. Additionally, the high computational cost, especially in anomaly-based systems, can
limit scalability and real-time implementation [16]. Recent studies have also explored
incremental learning approaches to improve IDS adaptability in dynamic environments.
Kuswara et al., (2023) demonstrate that incremental learning methods enable IDS to
continuously update its knowledge without retraining from scratch, making it more suitable for
real-time applications.

Summary of IDS Characteristics

In summary, IDS is an essential component of modern cybersecurity infrastructure. The
choice between signature-based and anomaly-based approaches depends on the specific
requirements of the organization, including the need for accuracy, adaptability, and
computational efficiency. While signature-based IDS offers high precision for known threats,
anomaly-based IDS provides better capability in detecting unknown attacks. Therefore, hybrid
approaches that combine both techniques are increasingly being adopted to overcome the

limitations of each method and enhance overall system performance.
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3. RESEARCH METHOD

Identifying research
objectives and hypotheses

Data collection

Data processing and
applying the research
methods

Analysis and
interpretation of results

Discussions and
conclusions

Picture 1. Proposed Research Methodology Framework

Research Approach

This study adopts a Design Science Research (DSR) approach to develop and evaluate
an effective Intrusion Detection System (IDS) based on machine learning techniques. The DSR
approach is chosen because it focuses on designing, implementing, and evaluating artifacts that
solve real-world problems, particularly in cybersecurity systems. The proposed artifact in this
research is a machine learning-based IDS model capable of detecting network intrusions in real
time.
Data Collection

The dataset used in this study is obtained from publicly available network intrusion
datasets, which contain both normal and malicious traffic. These datasets typically include
various types of attacks such as Denial-of-Service (DoS), probing, user-to-root (U2R), and
remote-to-local (R2L) attacks.

The data consists of multiple features representing network traffic characteristics,

including protocol type, duration, number of bytes transferred, and connection status. These
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features are essential for training machine learning models to distinguish between normal and
abnormal behaviors.
Model Development

This study develops an Anomaly-Based Intrusion Detection System (AbIDS) using
various machine learning algorithms. Several models are implemented and compared,
including Decision Tree (DT), Support Vector Machine (SVM), Convolutional Neural Network
(CNN), and Long Short-Term Memory (LSTM). Among these, CNN is utilized for pattern
recognition in network traffic data, while LSTM is employed to capture temporal dependencies
in sequential traffic patterns, enabling more effective detection of complex and evolving
attacks. Additionally, an incremental learning approach is incorporated to allow the system to
adapt to new patterns without requiring retraining from scratch, thereby improving scalability
and supporting real-time intrusion detection performance.
System Architecture

The proposed IDS system consists of several integrated components designed to
support efficient intrusion detection. The process begins with the data input layer, which
receives network traffic data in both real-time and batch modes. This data is then processed in
the preprocessing module, where it is cleaned and transformed into a suitable format for
analysis. Next, the feature selection module identifies the most relevant features to reduce
dimensionality and improve system performance. The processed data is then analyzed by the
detection engine, which applies machine learning models to classify network traffic as normal
or malicious. Finally, the alert system generates notifications whenever potential intrusions are
detected. This architecture is designed to support both offline training and real-time detection
scenarios, ensuring flexibility and adaptability in various network environments.
Model Evaluation

The performance of the proposed IDS model is evaluated using several standard metrics
to ensure comprehensive assessment. Accuracy is used to measure the overall correctness of
the model in classifying network traffic. Precision indicates the proportion of correctly detected
attacks among all predicted attack instances, while recall, also known as the detection rate,
measures the model’s ability to identify actual attack occurrences. The F1-score is employed
as the harmonic mean of precision and recall to provide a balanced evaluation of the model’s
performance. Additionally, the false positive rate (FPR) is used to assess the extent to which
normal traffic is incorrectly classified as malicious. These evaluation metrics are essential for
comparing the performance of different machine learning models and determining the most

effective approach for intrusion detection.
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Experimental Setup

The experiments are conducted using a simulation environment that mimics real-world
network conditions. The dataset is divided into training and testing sets, typically using an
80:20 ratio.

Machine learning models are trained using the training dataset and evaluated on the
testing dataset. Hyperparameter tuning is performed to optimize model performance. The
system is also tested under different attack scenarios to evaluate its robustness and adaptability.
System Evaluation

The proposed system is evaluated based on its ability to effectively detect both known
and unknown attacks, reduce false positive rates, operate efficiently in real-time environments,
and adapt to dynamic network conditions. These evaluation criteria are essential to ensure that
the system can handle modern and evolving cybersecurity threats. Furthermore, the
performance results of the proposed system are compared with traditional signature-based IDS
approaches to demonstrate the advantages of the machine learning-based model in terms of
accuracy, adaptability, and overall detection capability.

Research Flow

The overall research process begins with problem identification and a comprehensive
literature review to establish the research foundation and identify gaps in existing studies. This
is followed by data collection and preprocessing to ensure the dataset is clean, structured, and
suitable for analysis. Subsequently, the model development phase is carried out using various
machine learning techniques to build an effective intrusion detection system. The developed
model is then implemented and tested through simulation to evaluate its performance under
different scenarios. Afterward, performance evaluation and analysis are conducted using
relevant metrics to assess the effectiveness of the proposed model. Finally, the research
concludes with conclusions and recommendations based on the findings to support future

improvements and further studies.

4. RESULT AND DISCUSSIONS
Results

The proposed Anomaly-Based Intrusion Detection System (AbIDS) was evaluated
using several machine learning models, including Decision Tree (DT), Support Vector Machine
(SVM), Convolutional Neural Network (CNN), and Long Short-Term Memory (LSTM). The
evaluation was conducted using standard performance metrics such as accuracy, precision,

recall, F1-score, and false positive rate (FPR).
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The experimental results indicate that deep learning-based models outperform
traditional machine learning approaches. Specifically, the LSTM model achieved the highest
performance due to its ability to capture temporal patterns in network traffic data, followed
closely by CNN, which performed well in recognizing complex traffic patterns.

Table 1. Performance Comparison of IDS Models

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) FPR (%)
DT 88.5 87.2 86.9 87.0 8.5
SVM 91.3 90.5 89.8 90.1 6.7
CNN 95.6 94.8 95.2 95.0 3.9
LSTM  96.8 96.1 96.5 96.3 3.2

The results show that LSTM achieved the highest accuracy of 96.8%, followed by CNN
at 95.6%. In terms of false positive rate, LSTM also demonstrated the lowest value at 3.2%,

indicating better reliability in distinguishing normal and malicious traffic.
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Figure 2. Accuracy Comparison of IDS Models
The graph illustrates that deep learning models (CNN and LSTM) significantly
outperform traditional models (DT and SVM), highlighting their effectiveness in handling

complex intrusion patterns.
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Discussion

The findings of this study demonstrate that machine learning-based IDS, particularly
deep learning models, provide substantial improvements over traditional approaches. The
superior performance of LSTM can be attributed to its ability to model sequential dependencies
in network traffic, which is essential for detecting time-based attack patterns. Similarly, CNN
shows strong performance due to its capability in extracting spatial features from high-
dimensional data. Compared to traditional rule-based or signature-based IDS, the proposed
ADbIDS model is more adaptive and capable of detecting unknown or zero-day attacks. This
aligns with the literature, which suggests that anomaly-based approaches are more suitable for
dynamic and evolving network environments. However, despite the high accuracy, several
challenges remain. One of the main issues is the computational complexity of deep learning
models, which may impact real-time performance in large-scale networks. Additionally,
although the false positive rate is reduced, it is not completely eliminated, which may still
require manual verification by security analysts.

The implementation of incremental learning in this study also contributes to system
adaptability, allowing the IDS to update its knowledge with new data without retraining from
scratch. This is particularly important in modern cybersecurity environments where new attack
patterns continuously emerge. Overall, the results confirm that integrating machine learning,
especially deep learning techniques, into IDS significantly enhances detection performance,
reduces false positives, and improves the system’s ability to operate in real-time conditions.
These findings support the proposed approach as a viable solution for modern network security

challenges.

5. CONCLUSION

This study has successfully developed and evaluated an Anomaly-Based Intrusion
Detection System (AbIDS) using various machine learning and deep learning techniques to
enhance network security. The results demonstrate that machine learning-based approaches
significantly improve intrusion detection performance compared to traditional methods,
particularly in identifying both known and unknown attacks. Among the evaluated models,
deep learning algorithms, especially Long Short-Term Memory (LSTM) and Convolutional
Neural Network (CNN), achieved the highest performance in terms of accuracy, precision,
recall, and F1-score, while also maintaining a lower false positive rate. This indicates that deep
learning models are more effective in capturing complex and dynamic patterns in network

traffic data.
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Furthermore, the integration of an incremental learning approach enhances the

adaptability of the system, allowing it to respond to emerging threats without requiring

complete retraining. This capability is essential for maintaining effectiveness in rapidly

evolving cybersecurity environments. Despite these advantages, challenges such as

computational complexity and the presence of false positives remain important considerations

for real-world implementation. Therefore, future research should focus on optimizing model

efficiency, reducing false alarm rates, and improving real-time processing capabilities. In

conclusion, the proposed machine learning-based IDS provides a robust, adaptive, and

effective solution for modern network security, making it a promising approach for protecting

digital infrastructure against increasingly sophisticated cyber threats.
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