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Abstract: This qualitative literature review explores the realm of histogram-based image forensics for
recaptured image detection, addressing the challenges posed by advancements in display technology and the
subsequent need for robust forensic techniques. The research methodology involves a systematic approach,
including defined research objectives, thorough literature search, data extraction, thematic analysis, and ethical
considerations. The focal point is the proposed method utilizing Local Ternary Count (LTC) histograms
normalized from residue maps, demonstrating exceptional performance across various databases. The
methodology involves residue map calculation, LTC histogram extraction, and experiments showcasing the
method's efficiency in both single and mixed databases. The discussion emphasizes emerging frontiers in
recaptured image forensics, presenting innovative algorithms categorized by the medium used during the
recapture process. The shift towards deep learning methods is noted, with a focus on a proposed algorithm for
detecting images recaptured from LCD screens based on quality-aware features and histogram features. The
RID field has witnessed advancements, with a detailed overview of methods categorically addressing recapture
from LCD screens. Ethical considerations are integrated into the discussion, and the conclusion emphasizes the
need for constant adaptation, innovation, and collaboration in the fight against evolving manipulation
techniques. Looking ahead, the fusion of features, standardized datasets, and advanced deep learning
architectures are identified as key elements for future research in ensuring image authenticity.
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INTRODUCTION

The widespread dissemination of digital images across diverse online platforms has
greatly facilitated convenient communication and information sharing. This accessibility,
however, has given rise to concerns regarding the potential manipulation and unauthorized
reposting of images, leading to questions about their authenticity and the protection of
intellectual property rights. In response to these challenges, the field of image forensics has
gained prominence, focusing on the detection and analysis of alterations made to digital images
(Latifetal., 2019). One specific challenge within the realm of image manipulation is presented
by recaptured images. These are images that undergo a multi-step process, starting with their
original digital capture, followed by printing or display on a physical medium (such as a screen
or paper), and ultimately being recaptured through photography or scanning. This intricate

process inherently introduces distortions and artifacts, posing a formidable challenge for
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distinguishing them from genuinely digital captures through mere visual inspection (Gang Cao
et al., 2009). As the proliferation of recaptured images continues to grow, addressing this
unique challenge becomes imperative for maintaining the integrity and trustworthiness of
digital content.

Histograms play a crucial role in image forensics by providing valuable insights into
the distribution of pixel intensities within an image. This analysis allows researchers to identify
potential discrepancies that may indicate manipulation. The use of histogram-based methods
in image forensics offers several advantages, including computational efficiency for real-time
applications, interpretability through visualization, and customization to target specific types
of manipulations based on their characteristic statistical signatures (Taneja et al., 2024). In the
context of your literature review, the focus on histogram-based methods for detecting
recaptured images holds particular significance. This emphasis is motivated by the increasing
prevalence of recaptured images across various domains, such as social media, online
marketplaces, and academic publications (Dube & Sharma, 2019). The uniqueness of
recaptured images, as distinct from typical digital manipulations, necessitates specialized
approaches for accurate detection. Recognizing recaptured images is crucial not only due to
their rising prevalence but also because tailored techniques are essential to address the
challenges posed by the multi-step process involved in their creation.

The potential impact of accurately identifying recaptured images is noteworthy, as it
directly relates to issues of copyright protection, content verification, and the broader effort to
combat disinformation. With recaptured images becoming more widespread in digital spaces,
the development of effective detection techniques, particularly those utilizing histogram-based
methods, is vital for maintaining the integrity of digital content and addressing the associated
legal and ethical considerations (Gongalves Dias Diniz, 2020).

The structure of your literature review can be organized systematically to provide a
comprehensive analysis of previous research in the field of recaptured image detection. Begin
with an overview of existing methods in the Related Work section, offering a concise
examination of their strengths and limitations (Li et al., 2016). This sets the stage for a focused
exploration of Histogram-Based Approaches, where you can delve deeper into research
specifically employing histograms for detecting recaptured images. Categorize these
approaches based on manipulation types, such as resizing, compression, or printing/scanning
artifacts, to provide a detailed understanding of their applications.

Following this, undertake a Comparative Analysis to critically compare and contrast

the various methods. Evaluate factors such as detection accuracy, computational complexity,
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and robustness to noise or variations in recaptured images (Yang, Ni, et al., 2017). This
comparison will help readers discern the relative effectiveness of different histogram-based
approaches and make informed judgments about their applicability in specific scenarios.

Conclude your literature review with an exploration of Open Challenges and Future
Directions in the field. Identify areas where further research is needed, such as addressing
specific types of recaptured images, enhancing overall robustness, or exploring the integration
of histograms with other forensic techniques (Yue et al., 2021). By structuring your review in
this manner, you can present a well-organized and informative synthesis of existing knowledge,
while also providing valuable insights that contribute to the advancement of histogram-based
image forensics for recaptured image detection.

When engaging in research or development related to image forensics and artificial
intelligence, ethical considerations play a pivotal role in ensuring responsible and socially
beneficial outcomes. Adhering to responsible Al principles is paramount, encompassing
transparency, accountability, fairness, non-maleficence, and explainability (Qureshi & El-Alfy,
2019). Transparency involves providing clear and accessible information about the methods
and data used in the research. Accountability emphasizes the need to take responsibility for the
consequences of Al applications. Fairness requires mitigating biases and ensuring that
algorithms treat all individuals equitably (Manaswini et al., 2023). Non-maleficence involves
preventing harm, both unintended and otherwise, to individuals or communities.

Additionally, it is crucial to acknowledge and address potential biases inherent in
datasets or specific algorithms employed in image forensics. Biases can result in unfair
outcomes, reinforcing existing disparities and leading to ethical concerns. Addressing biases
involves continuous monitoring, evaluation, and adjustments to minimize unfair impacts
(Ferreira et al., 2020). Consideration of the societal implications of image forensics work is
essential. Researchers should be aware of the potential misuse of their findings in areas such
as surveillance or censorship. Striking a balance between advancing technology and ensuring
ethical use is vital to prevent unintended consequences that may infringe on privacy, civil
liberties, or contribute to societal harm. Ethical considerations should be an integral part of the
research process, guiding decisions and actions to ensure that Al and image forensics contribute

positively to society while mitigating potential risks and harms.

RESEARCH METHOD
The research method for the qualitative literature review on histogram-based image

forensics for recaptured image detection involves a systematic and comprehensive approach.
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Initially, the research objectives will be delineated to define the scope of the review, including
understanding the current state of histogram-based methods, identifying their strengths and
limitations, and exploring emerging trends and challenges in the field. A thorough literature
search will be conducted, utilizing academic databases, digital libraries, and pertinent journals,
with keywords focusing on image forensics, recaptured image detection, and histogram-based
techniques. The inclusion and exclusion criteria will be clearly defined to filter relevant
literature based on publication period, methodological relevance, and research quality. Upon
the selection of pertinent studies, a data extraction process will ensue, encompassing details on
the utilized histogram-based methods, types of recaptured image manipulations addressed,
datasets employed, and key findings. Thematic analysis, grounded in a qualitative approach,
will be applied to identify recurring themes, patterns, and trends across the selected literature.
The comparative analysis will assess the strengths and weaknesses of different histogram-based
approaches, evaluating factors such as detection accuracy, computational complexity, and
adaptability to various manipulation types.

Furthermore, ethical considerations will be woven into the qualitative exploration,
examining how transparency, fairness, and accountability are addressed in the methodologies
and applications of histogram-based image forensics. The synthesis and interpretation phase
will bring together the findings into a cohesive narrative, providing insights into the current
landscape of histogram-based image forensics for recaptured image detection. The research
method will culminate in a well-structured report comprising an introduction, literature search
methodology, thematic and comparative analysis, ethical considerations, and a conclusion that
summarizes key insights and outlines potential avenues for future research within the realm of

histogram-based image forensics for recaptured image detection.

RESULT AND DISCUSSION

The literature review on histogram-based image forensics for recaptured image detection
delves into an in-depth analysis of methods and techniques aimed at identifying recaptured
images. The central concern stems from the rapid advancements in display technology and
image acquisition, particularly from high-quality LCD screens, enabling the generation of high-
fidelity images. This proliferation of sophisticated images poses a substantial threat to existing
image forensic technologies and intelligent recognition systems. Specifically, the study focuses
on investigating the utilization of local ternary count (LTC) histograms that are normalized
from the residue map for the explicit purpose of detecting recaptured images (Yang, Li, et al.,

2017). This involves breaking down key components of the research, such as defining
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recaptured images as instances where images are reproduced from display screens, presenting
challenges to forensic analysis and recognition systems. The significance of display technology
and image acquisition advancements is emphasized, highlighting the potential risks associated
with recaptured images.

The research methodology involves employing the LTC histogram, a technique in image
forensics that counts occurrences of ternary patterns in localized image regions, represented
through a histogram illustrating the frequency distribution of these patterns. The residue map,
depicting differences between the original and processed images, and the normalization process
are integral aspects of the study. Normalization involves adjusting values within the LTC
histogram or residue map to a standardized scale, facilitating easier comparison and analysis
of images (Zhu et al., 2022). The primary goal of the literature review is to evaluate the
effectiveness of the LTC histogram normalized from the residue map in detecting recaptured
images. The emphasis on detection stems from the potential harm recaptured images can inflict
on image forensics and intelligent recognition systems. The preservation of the integrity of
these systems is crucial across various applications, including security, law enforcement, and
other domains where accurate and reliable image analysis plays a pivotal role.

Histogram of Local Ternary Count (LTC)

The proposed method in this research focuses on utilizing the histogram of Local
Ternary Count (LTC), which is normalized from the residue map. The process of the method
can be outlined as follows:

1. Calculation of Residue Map

For each image, the residue map is calculated from the original image and a

downsampled version. This calculation is performed in grayscale using pixel-wise adaptive

Wiener filtering. The purpose of this step is to generate the differences between the original

image and its downsampled version in an adaptive manner.
2. Extraction of LTC Histogram

The normalized LTC histogram is extracted from all the generated residue maps. Each

LTC histogram reflects the frequency distribution of ternary patterns in the image. These

histograms are then combined as final features for use in the training and testing phases.
3. Experiments with Single Database

Experimental results using a single database indicate that the proposed method not only

performs exceptionally well on relatively low-quality databases like NTU-ROSE and

BJTUE-IIS but also enhances performance on the more challenging ICL-COMMSP database.
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This highlights the superiority of the method in detecting recaptured images, especially in
challenging datasets.
4. Experiments with Mixed Database
Experiments involving a mixed database confirm that the method exhibits good
generalization capabilities, meaning it can be effectively applied to various types of data.
Additionally, the method is claimed to have lower computational complexity, indicating its
potential as an efficient solution.

Overall, this research presents a histogram-based image forensics method that utilizes
LTC histograms from residue maps, with experimental results demonstrating its success in
detecting recaptured images, even in more challenging databases.

Subsection: Emerging Frontiers in Recaptured Image Forensics

The landscape of image forensics has evolved significantly, assuming a pivotal role in
validating the authenticity and provenance of queried images, providing critical evidence for
legal proceedings, especially in cases involving copyright protection. The forensic community
has witnessed the development of sophisticated algorithms addressing diverse facets of image
forensics, encompassing challenges such as double JPEG compression, median filtering, copy-
move manipulation, and splicing detection. In recent years, particular emphasis has been placed
on the burgeoning field of recaptured image forensics, reflecting the increasing prevalence and
potential threats posed by manipulated images. The process of acquiring recaptured images
involves projecting the original image onto a chosen medium, such as paper or an LCD screen,
and subsequently capturing it anew with a camera. The detection of recaptured images assumes
paramount significance in scenarios where malevolent actors seek to eradicate traces left during
image manipulation or employ face spoofing attacks through deceptive photo tactics.

This subsection explores innovative algorithms proposed for detecting recaptured
images, categorized based on the medium used during the recapture process, such as LCD
screens, papers, or a combination of both. For instance, Farid et al. present a method grounded
in higher-order wavelet statistics, while Cao Hong et al. concentrate on capturing high-quality
recaptured images through strategic shooting environments, extracting features related to
texture, loss-of-detail, and color. Tian-Tsong Ng et al. introduce a dichromatic reflectance
model and a general image recapturing model, incorporating features like the ratio between
specular and input images. Xiaobo Zhai et al. propose features derived from color moments,
DCT coefficients, and texture characteristics, leveraging statistical measures like mean,
variance, skewness, and first-digit distribution. Additionally, Ruihan Li et al. delve into the

physical traits of recaptured images on LCD screens, identifying features such as block effects
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and blurriness induced by JPEG compression, along with screen effects elucidated through
wavelet decomposition with aliasing-enhancement preprocessing. The collective impact of
these algorithms significantly contributes to the robust detection of recaptured images,
fortifying the reliability of image forensics and bolstering defenses against an array of potential
attacks.

The mentioned algorithms belong to the traditional scheme in which feature extraction
and feature classification are conducted separately, with a significant emphasis on the design
of features. However, recent studies have increasingly focused on data-driven, end-to-end
algorithms based on deep learning. Pengpeng Yang et al. introduced Laplacian convolutional
neural networks for detecting recaptured images, while Haoliang Li et al. utilized convolutional
neural networks to extract features from image patches and applied recurrent neural networks
for learning and classification. These deep learning-based methods have demonstrated superior
performance compared to traditional schemes, particularly in detecting small-sized recaptured
images. Despite the high detection accuracy achieved by these deep learning methods, they
often require substantial hardware capacities. This has led to a recognition that simple and
effective algorithms remain valuable in the field of recaptured image forensics. In response,
the current work proposes an algorithm for detecting images recaptured from LCD screens
based on quality-aware features and histogram features.

Firstly, considering the potential impact of recapture operations on image quality, the
algorithm generates the difference in image quality between the original and recaptured images.
This is achieved by utilizing the Generalized Gaussian Distribution (GGD) and Zero Mode
Asymmetric Generalized Gaussian Distribution (AGGD) to effectively capture the behavior of
coefficients in both natural and distorted versions. The parameters of GGD with zero mean and
zero mode AGGD are then estimated to serve as quality-aware features. Secondly, due to the
double JPEG compression suffered by recaptured images during the second camera shooting,
the correlation of Discrete Cosine Transform (DCT) coefficients between two adjacent
positions is altered. The algorithm employs the histogram feature of the difference matrix of
DCT coefficients to measure these changes. Experimental results indicate that the proposed
method achieves outstanding detection accuracy, showcasing the effectiveness of the quality-
aware and histogram features in identifying recaptured images from LCD screens.
Recaptured Image Detection (RID)

The field of Recaptured Image Detection (RID) has gained substantial attention in
recent years, leading to a growing body of literature focusing on this binary classification

problem. The primary objective is to discern whether a given image is recaptured or genuine.
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Existing approaches predominantly rely on features describing statistical alterations in texture,
edge, color, contrast, blurriness, and noise. These RID approaches can be broadly categorized
into two groups based on the display medium for image recapture: (1) printed materials and (2)
LCD screens. Initially, more attention was directed towards detecting images recaptured from
printed materials. However, with the advancements in digital display technologies, the
emphasis has shifted to images recaptured from LCD screens, especially in professional
recapture environments where precise settings are determined theoretically.

Several methods have been proposed to detect images recaptured from LCD screens.
For instance, Cao et al. incorporated features like Local Binary Patterns (LBP), color features,
and multi-scale wavelet statistics. Other works utilized noise features, mode-based first digit
features (MBFDF), and color moments features combined with MBFDF of Discrete Cosine
Transform (DCT) coefficients. The challenge of working only for JPEG compressed images
was addressed by using edge profiles, proper block extraction, and additional features.

Recent advancements include the use of dense local descriptors, pixel-wise correlation
coefficients, and convolutional neural networks (CNN) architectures for RID. While dense
local descriptors have high feature dimensions, pixel-wise correlation coefficients and CNNs
have shown promising results, with some limitations in flat regions and false detections in
blurred areas. Multi-scale wavelet statistics, local planar linear points, gray level co-occurrence
matrix (GLCM) features, and stationary wavelet transform have also been explored for
effective RID. Despite these advancements, certain limitations persist, such as time-consuming
processes, false detections, and the dependence on specific recapture environment settings.
Ongoing research continues to address these challenges and enhance the performance of RID
methods.

Delving Deeper into Histogram-Based Forensics for Recaptured Images: A Literature
Review

The ability to authenticate digital images has become increasingly critical in the age of
ubiquitous online manipulation and deepfakes. Recaptured images, created by photographing
a displayed image with another camera, pose a unique challenge. Unlike blatant edits, they
introduce subtle distortions arising from the capturing process, often leaving no direct traces of
editing software. Histograms, capturing the distribution of pixel intensities, have emerged as
valuable tools for detecting these elusive manipulations.

1. Beyond the Basics
While directly comparing histograms of a suspect image and a reference can reveal

inconsistencies, the power lies in extracting meaningful features. Statistical measures like
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kurtosis, skewness, and entropy quantify subtle shifts in intensity distribution, providing
more sensitive indicators of recapture.
2. The Rise of Machine Learning
Machine learning algorithms trained on these features are pushing the boundaries of
detection accuracy. Convolutional Neural Networks (CNNs), adept at capturing spatial
relationships in images, are proving particularly effective in learning the nuances of
recaptured image artifacts. This opens doors for more robust and generalizable solutions,
less susceptible to variations in image content or specific recapture scenarios.
3. Anti-Forensics: An Evolving Arms Race
As detection methods improve, so do attempts to mask recapture traces. Anti-forensic
techniques like noise addition or histogram modification aim to deceive analysis tools.
Deep learning, with its ability to adapt and learn complex patterns, offers hope in this
counter-forensics battle. By incorporating knowledge of potential anti-forensic
manipulations, models can become more resilient to these deliberate obfuscations.
4. The Road Ahead
Despite their strengths, histogram-based methods have limitations. Sensitivity to image
content can lead to false positives, and performance can vary depending on capturing
devices and conditions. The future calls for:
a) Fusion of Features
Combining histogram analysis with other modalities like noise analysis or
sensor fingerprint extraction can yield a more comprehensive picture of image
authenticity.
b) Standardized Datasets
Publicly available datasets with diverse recapture scenarios and anti-forensic
techniques are crucial for training and evaluating robust detection methods.
¢) Advanced Deep Learning Architectures
Exploring domain-specific architectures tailored for recaptured image detection
can lead to breakthroughs in accuracy and generalizability.
In conclusion, while histogram-based techniques offer a solid foundation, the fight against
recaptured image manipulation requires constant adaptation and innovation. By embracing
machine learning, fostering data sharing, and exploring advanced architectures, we can build a

future where image authenticity shines even in the face of evolving manipulation techniques.



Literature Review on Histogram-Based Image Forensics for Recaptured Image Detection

CONCLUSION

In conclusion, the literature review on histogram-based image forensics for recaptured
image detection reveals a comprehensive exploration of methodologies and techniques aimed
at identifying recaptured images. The research emphasizes the challenges posed by
advancements in display technology, particularly high-quality LCD screens, and the
subsequent need for robust image forensic technologies. The proposed method utilizing Local
Ternary Count (LTC) histograms normalized from residue maps demonstrates exceptional
performance, especially in challenging datasets. The significance of detecting recaptured
images in various applications, including security and law enforcement, underscores the
importance of preserving the integrity of image analysis systems.

Moving forward, emerging frontiers in recaptured image forensics highlight the evolution
of image forensics in validating the authenticity and provenance of images. The research
community has developed sophisticated algorithms addressing diverse challenges, with a shift
toward detecting images recaptured from LCD screens. While traditional schemes and deep
learning-based approaches have shown promise, the proposed algorithm for detecting images
recaptured from LCD screens based on quality-aware features and histogram features offers a
balanced and effective solution. The conclusion also outlines the evolving landscape of
recaptured image detection, emphasizing the need for continuous adaptation, innovation, and
collaboration to combat emerging manipulation techniques and ensure image authenticity in

diverse scenarios.
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